December, 3, 2017

The Paved PaaS to
Microservices

Yunong Xiao,
Principal Software Engineer, Netflix

yunong@netflix.com,

NETFLIX "%

Y yunongx
http://yunong.io -
[[linkedin.com/in/yunongxiao SHsiks e

LASI0I T =« MAN[ING







mmll il mulg I

FErE L e

; 'h'"'ﬁil [ululhm“!l ;||| il il

r‘l'_-..-.




F=0fCARDS



What is

A '* Ff& 1
WERIT » BUGER . o,
m:nj:imrmaﬂﬁﬂm:ﬁ f“:’}fgmﬁ. A
Great Content 7
Incredibly Scale
el \L - =
‘?i

o 4 ﬁff B it



Great Content

Watch:
Any time

Any where

Any device



Incredible Scale: Numbers

110 000 000 paying customers
In over 190 countries

streaming 125 000 000 hours/day



Incredible Scale: Subscriber Growth

110M
92M
74M
56M
38M

20M
2011 2012 2013 2014 2015 2016

2M7



Incredible Scale: Bandwidth

BitTorrent 18,37% | Netflix 35.15% | Netflix TR
YouTube | 13.13% | YouTube | 17.53% | YouTube AT
Netflix | 110,338 | Amazon Video | 4.26% | HTTP - OTHER | e
550 - OTHER 8.55% | HTTP - OTHER 4.19% | Amazon Video 3.96%
| Google Cloud | 6.98% | Munes | 2.91% | S5L- OTHER X
iCloud | 5.98% | Hulu | 2.68% | BitTorrent | 2.85%]
| HTTP - OTHER | 3.70% | S5L - OTHER | 2.53% | unes | 2.67%
Facebook 3.04% | Xbox One Games Download | 2,18% | Hulu 2.47% |
| FaceTime | 2.50%  Facebook 1.89% | Xbax One Games Download | 2.15% |
Skype | 1.75% | BitTorrent | 1.73% | Facebook 2.01%
' | 69.32% | | 7433 | | T

[sandvine

Table 1 - Top 10 Peak Peviod Applications - Morth America, Flaed Access

1/3 of ALL internet traffic in North America



How?




M:croserwces Architecture

Member Experience
Streaming

Playback

Telemetry

Sign up

Recommendations




Clients Services

Naive Solution: Every client talks to every service
30 clients * 800 services = 24000 connections






Clients Services

Netflix Edge API
http://api.netflix.com




What is the Netflix Edge API?

'.

Bridges the gap between frontend and backend



What is the Netflix Edge API?

'.

Provides 1 consistent APl over 100s of
disparate services



What is the Netflix Edge API?

'.

Central integration point for frontend and
backend



Requirements?



A/B Test participation e
D @

1000s of A/B tests per year
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> Netflix Edge

Backend
Saorvice A

Backend
Service B

Backend
Service C

API

Backend
Service N

PROBLEMS:

Mot customizable: 1 service for all devices

Slow rate of change: centralized service, 1 code push a month




100s of sarvices
i Customized for each
i client
Pushing multiple
times/week
Clignts Standalong Services Edge APl Backend Servicas
'\.“' _g’
i > v -
‘i
Service A
D ios Discovery Backend
Service B
Playback —
s e
+  Android *  Mon- Service C
membear
,. Windows -
.. Backend
Servico N
jm| { o




Goals

Velocity Reliability

100s of services
1000s of A/B tests 99.99% Availability
Pushing multiple times/week/service




Who’s the owner?

Cliéﬁt Engineers

Server Engineers




Q: Can we achieve velocity &
reliability with client engineers?
A: Try Platform as a Service



What is a Platform as a Service (Paas), Anyway?

“Platform as a service (PaaS)... allows customers to
develop, run, and manage applications without the
o complexity of
building and maintaining the infrastructure and

platform...”
~Wikipedia




Our PaaS to Achieving Reliability & Velocity

1. Standardized components
2. Preassembled platform

3. Automation and tooling
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1. Standardized

1 CUBIC CENTIMETER OR 1000 CUBIC

MILLIMETERS

s 1 MILLILITER,
LITER.

i 10 CUBIC CENTIMETERS = 10 MILLILITERS AND OF WATER WEIGHS 1 NFKAGRAM




What’s Inside a Microservice?

RPC Discovery Registration Runtime oS Configuration
i ) ) Stream
Metrics Logging Tracing Dashboards Alerts Processing




Netflix Open Source Libraries

NETFLIX http://netflix.github.io




A

y Standards?
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Méelange of RPC

Apache Thrift ™ tchannel Visrohe
/g:’.:-’
utTe/2 | { REST }
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Microservice Interactions

Cliemt —+

LService

psenvice

uService

y3ervice

uSarvice




Failure: When not If
ﬂ_

1don't get to chill. Can 1 at least Netflix? Fix you're
shit!

. x i ef-

=
Netflix is down. I have to parent now. # UNFAIR
Netflix LT ﬁﬁpﬁﬂ:ﬂ]" LESAE

' i e
"—r

Netflix is down and [ feel like my best friend died.

’uﬁﬁ#ﬁﬂwi Eﬁmmam
1 4 Fpdw “



Mean Time to Detection (MTTD)
Mean Time to Repair (MTTR)

“Is it fixed yet?”

- Managers everywhere



N Flavors of RPC

yaervice

uSarvice

Client —-REST

uSarvice

LService

uService

@ How do you debug the system?



One Standard RPC

| AP |
/ uSarvice {
E3
| GRPE
Client [—FREST1+| pSenice ](
| GRFL |

LService

Reduces MTTR

- pService

o 3arvice

uSarvice

usenvice




Benefits of Standardizing

RPC Discovery Regqistration Runtime 05 Configuration
) : ) Stream
Matrics Logging Tracing Dashboards Alerts Processing

&G . A 1,

Consistency Leverage Interaperability Quality

0

Support






Netflix Culture

HETFLIx JonE WEASIRUTFLIE  TEAMS  LODCATIONG  SNCLUGEOW BOAVERSTY  WDSE LI PHILDSDMY G Search Joba
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Freedom & Responsibility http://iobs.netflix.com/culture

There e Cormpankss whate people walls by trash on the Boor inthe office, weling Jor someone else fo
P T up, Bnd e ane companiss whers peopke kean down 10 pick up B irash they see, as Ty
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Freedom

* Use non-standard
components/architecture

* Fosters innovation

» Reintegrate changes back
into platform

&

Responsibility

» Use new technologies
judiciously

» Don’t develop alone in a
vacuum

* |ncreases burden to the
rest of the company






RPC

Assembly Required

Discovery

Runtime

Registration

Logging

Metrics

05

Dashboards

Tracing

Configuration

Stream
Processing

Alerts




Let’s use an Analogy
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Microservice Assembly Instructions

Read documentation

Copy/paste (wrong) source code
Which versions of dependencies?
How to initialize all components?

How to configure all components?

Missing components O O O O 0 °>



Slow: Can Take Weeks

New feature

Not a single line of business logic!



a

Preassembled Platform

')V ;
A T

APC

Discovery

Registration

Logging

Tracing

= 1".\‘



Easy Access to All Platform Components

function getHelloWorld{req, res, next) {

// logger
req.getlLog().info('this is a log');
// metrics client
req.getAtlas().counter('foo')

// dynamic configuration
req.getProperties.get('foo.bar')
// API client
req.getReactiveDatasource();

// distributed tracing
req.getSalpClient();

// failure injection client
req.getFITCLlient();



Out of the Box



Component Management

&






Insights

5



Application, system, and runtime metrics & logs

08 L@ 2
fad fad e

S8 4L Bo
) k' o
‘% Different for each service!




Consistent application, system, and runtime
insight

QW al 4o
X o X

ap o 4ol

B k B
% Reduces MTTD & MTTR






Configures and Initializes Correctly

BOEING 747-400 NORMAL PROCEDURES CHECKLIST

POWER UP/ SAFETY CHECK TRANSPOMDER.......ccommmmimmmmmanimmaiiin
First Officer Captain SOURCE SELECTORS.. i
CLOCKS. ...

CIRCUITBREAKERS. ........ccccoiniiiinn CHECKED | CRT SELECTORS. ..............
L il [ o I
STANDEY POWER.........coo0iimimnaniinnns AUTO MDY e, iid i i gt
HYDRAULIC DEMAND PUMPS................. OFF | AUTOBRAKES. ... e i ra LRTO
WINDSHIELD WIPERS..........coomviin i EIU SELECTOR. ......ovvvecenriicrcmsnnniniranens

ALTERMATE FLAPS AND GEAR... HDG REFEREMCE SWITCH, ..,
FMC MASTER SELECTOR

GROUND PROX SYSTEM..............

ELECTRICAL SYSTEM.
APU BLEED AIR.. BEFORE STARTING
ISOLATION VALVES. .. First Officar Captain
PRI, e i mmid bt i s i
HYDRAULIC DEMAND PUMPS. ...
AUTO, ALK (1 AND 4)
PREFLIGHT BHAKE PRESSURE ........................ NORMAL
First Officer Captain FUEL QUANTITY .
FUEL SYSTEM.....
EMERGENCY EQUIPMENT........c.0.. CHECKED | X-FEEDS......c.ooormiinns
FIRE PROTECTIOM.............. ...CHECKED | SEAT BELTS 3IGN
INTERRUPT SWITCHES...... NEAET T OM INOTOC...........camnree
PASSENGER OXYGEM................. SHIPES PAPERS..........ococveenvieiiieenns

NORKMAL O
STAB TRIM CUTOUT SWITCHES.. - AUTO | PERFORMANCE DATA.........CHECKED AND SET |



[Z017-12-@2T12:27:32.3692] INFO: nodequark-bootstrop/uiplotform_yunongnotest_1.0.8/8348 on titus-237133E-worker-8-352:
init: instolling routes... done! rg=uiplotform, ngVersion=1.8.8, ngNome=yunongngtest, ngPlotformVersion=5.5.1)

[2017-12-B2T12:27:32.3792] INFO: rk-bootstrap/uiplatform_yunongngtest_1.8.8/8348 on titus-2371338-worker-@-352:
init: starting server on port 7801... ( =uiplotform, ngVersion=1.0.9, ngNomesyunongngtest, naPlotforsVersion=5.5.1

]

[2817-12-02T12:27:32.3822] INFO: nodeguark-boots Juiplatform_yunongngtest_1.9.8/8348 on titus-2371338-worker-0-352:
init: starting server on port 78@81... done! {ngOrg=utpdgtform, ngV¥ersion=1.8.8, nglome=yunongngtest, ngPlotforsVersion
=5.5.1)

[2017-12-02T12:27:32.3842] INFO: nodequark-bootstrap/ulplatfal unoAgngtest_1.0.0/8348 on titus-2371338-worker-0-352;
init: starting debug info server an port 8877, .. (nglrg-uiplatfo

rsion=5.5.1) MW“HWWI“ formve

[2817-12-82T12:27:32.3852] INFO: nodeguark-bootstrop/uiplatf umngw on titus-2371338-worker-@-352:
imit: starting debug info server on port 8@77... done! rg=uiplatform, ngV¥ersicn=1.8.9, ngMome=yunongngtest, ngPlaot
formVersion=3,5.1)
[2017-12-@2T12:27:32.385Z] INFO: modequarg- trap/uiplatfi
imit: imtializing Eureka registration. . Tunglrg=uiplaotfops, ngversion=1,.0.8, ngNomesyumongngtest, ngPlotformVersions=5
.5.1)

[2017-12-B2T12:27:32.4017] INFO: nodequark-bootstr
Eureko registrotion for ng_uipletform_yunongngte
Blde-7472-4027-0328-5SecBdBB35dbd (nglrg=-uipla
[2817-12-82T12:27:32.4032] INFO: modeguar,
imit: initiolizing Ewreka registrotio
Sion=5.5.1)
[2017-12-B2T12:27:32_4842] INFO; uark-bootstrop/ul platform_yunongngtest_1.0.8/8348 on titus-2371338-worker-8-352;
init: starting interval tosks... (ngOrgsuiplotform, ngVersion=1.9.8, ngNomeésyunongngtest, ngPlotformVersions=5.5.1)
[2817-12-82T12:27:32.4852] INFO: nodequark-bootstrap/uiplotform_yunongngtest_1.0. 878348 on titus-2371338-worker-8-352:
init: starting interval tosks... domne! (nglrg=uiplaotform, ng¥ersion=1.8.0, ngNome=yunongngtest, ngPlatformVersion=5.5.
1)

[2017-12-B2T12:27:32.40852] INFQ; WW nongngtest_1.0.8/8348 on titus-2371338-worker-2-352;
init: ModeQuark startup success (n nglame=yunongngtest, ngPlatforsVersions5.5.1)

eureka-registration/8348 on titus-2371338-worker-@-352: Starting
with vipAddress: ng uiplotform_yunongngtest-prod-+1.0.@ ond id: 4c73
rm, ngversion=1.8.8, ngNome=yunongngtest, ngPlatforsVersion=5.5.1})

ootstrop/uiplatform_yunongngtest_1.0.0/8348 on titus-2371338-worker-9-352:
¥ done! (ngOrg=uiplotform, ngVersion=1.8.@8, ngNome=yunongngtest, ngPlotformVer
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Adjust as Needed

Config overrides
Startup & shutdown hooks
Access to 3rd party libs

Swap, disable, or configure
components

Raw component access




3. Automation and Tooling



Ship a Feature

YRR ——




Development

Testing

Spinnaker

Deployment

—_—

hi o

b ek

Operations



Development




Goal: Achieve higher velocity
through better developer
ergonomics



Q: What’s the first thing you have to
do when developing a
microservice?



il admin — bash — B0x24

$ gce

xcode-select: note: no developer tools were found at '/Applications/Xcode.app',
requesting install. Choose am option inm the dialog to download the command line
developer tools.

L

The "gcc” command requires the command line
developer tools. Would you like to install the tools
now?

Choose Install to continue. Choose Get Xcode to install Xcode
and the command line developer tools from the App Store.

| NotNow | | Install |

r:.'.



! CLI for common dev experience

[

npm T GitHub = 75+ amazon

ReGisTEY IF webservices

Q git ) @

Spinnaker

Environment bootstrap Integrate tooling & services Run local & cloud



Local Development

Live reload

Attach debugger

] @
2




Testing




Catch Bugs in Test, not Prod




Testing

ety Preassembled Platform

RPC Discovery Registration Runtimea 0s Configuration
I J5 |

Metrics Logging Tracing Dashboards Alerts P:::r:::lng




Preassembled Platform é

RPC Discovery Registration Runtime 0s Caonfiguration

AN \ /

; Stream
Mnlm:s\ | Lugaglr\ Trackng Dashboards Alag/ Processing

Unstable
Test Environment
Availability:
<<<<<99.99%




Solution: Provide First Class Mocks

Preassembled Platform

i [ 5
i RPGC : : Discovery : Ftegrstratlun Runtime 0s Gunfgurﬁt on*
8 |
R Ry v
E Metrics :E Logging :E Tracing ! | Dashboards E Alerts :E Prooessing -




Platform Testing AP

* Just like a runtime API, need a testing API
* Provide mocks interface for components

* Gets platform out of the loop for providing mocks



@gx Deployment






Experience Differences @*

Veteran Recruit



Deploy and Manage Services R

Pre-configured pipelines for publish, canary, deployment and
cleanup

Single command deploy to any stack
Integration for automated canary analysis

Pre-configured auto scaling



Deploy and Manage Services R

Pre-configured pipelines for publish, canary, deployment and
cleanup

Single command deploy to any stack
Integration for automated canary analysis

Pre-configured auto scaling



Netflix runs 100% in the cloud

aMaZon

web services



How does Netflix Manage
Cloud Infrastructure?



y

Spinnaker



Spinnaker

Contmuoub Delwery for Enterprise

Fast, safe, repeatable deplo

Spinnaker is an open source, multi-cloud continuous delive ry platrorm tor
releasing software changes with GiERNSIEEEY - ndEoRRdence:

http://www.spinnaker.io NETFLIX OOS=




Piecines \WWhat | |s:_a “Pipeline”?

t, repeatable and

g fram funct

it Jerking job) t

E mdservice - B FPILNES 0 CLUSTERS 0 Tass TEPPIFTS
@ Promote 1o Prod L] i Disdgenr
[T ot imaga o oy e I ey T Do Comary | it i .
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Pt | R Blaxh ) et —
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= nq_tvui_darwin -

~ SEARCH

« PIPELIMES
CARARY-ALLOCATION
CAMARY-AMALYS1E
CAMARY-SC0RE-REVIEW
DEPLOY
PUBLISH
SAFE-CLUSTER-CLEANLW
SHHIMHK-S BT R-GROUPS

Srarte Parloe

« STATUS

Rurming

H PPELINES 12 CLUSTERS [l TASKHS

Pipelines

+ = Goply Posiee T Shew &) CEECRTIONE per Epeliag

»  CANART-ALLDCATION

> TITUSPROIVPC | TITUSTESTVRC DEPLOY

»  PUBLISH

> TITUSPRODVPC SAFE-CLUSTER-CLEANUP

* TITUSPROINEC | FITUSTLETVEC SHRIWK-SERVER-GROLIPS

Safe reproducible

stage durstion
& Canfiguey
& Configurs
& Canfipurs
& Configurey
& Canfligury
& Confure

& Canfygurs

pipelines

* SEart Manel Eeecution

b 3Eart Manes Dercution

& SEart Warad farcetion

I Siark Mana Lervuien

* SEart Maneal Eeecution

b SEart Maresl Cercution



Deploy and Manage Services R

Pre-configured pipelines for publish, canary, deployment and
cleanup

Single command deploy to any stack
Integration for automated canary analysis

Pre-configured auto scaling



Single Command

Reduces user error

Abstraction over tooling

Increases developer velocity



Deploy and Manage Services R

Pre-configured pipelines for publish, canary, deployment and
cleanup

Single command deploy to any stack
Integration for automated canary analysis

Pre-configured auto scaling



What’s a Canary’?

. —
N “’"

Production
E

ﬁ' 0.1%

Canary: New Build
Relatively “safe” way to test new builds in production
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© CANARY-ANALYSIS
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Deploy and Manage Services R

Pre-configured pipelines for publish, canary, deployment and
cleanup

Single command deploy to any stack
Integration for automated canary analysis

Pre-configured auto scaling
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Launch Configuration

Group name
Group Lite

Hetwork

Availanidiny Toree)

* Advanced Details

Losd Balancing

Healm Check Grace Penod

KMonigrnng

Create Auto Scaling Group

D ot s
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Easy to get wrong!
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Clusters o Eromusse Show Bistnces with detals 0 Create Server Group

F"I!I'ldtn': SEARCH: i o e« ACCOUNT: prod O STEI.'pNHO Chear Al

mf'! e 428 a 1 100%

EU-WEST-1 =

3 a2 Bulld: #2565 183 & ; 100%
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i VID4: Builch B4565 145 & 1 1000

Preconfigured ™

BF ™ Auto'Scaling

InughL =

« hIRebalante O
= HealthCheck ©
- Replstelinhealthy O
- ScheduledActions ©

Exfl Scaling Proditses

~ SCALING POLICIES

Whenever Average of CPUUEImbton is 5 30
for at least 7 consecutive periods of 60
spvonds

o B
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Citwate pew Lealing policy




Operations
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Consolidated View
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Generated Dashboards & Alerts
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Automated Analytics & Tooling
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CPU profiling

18134
2345
18174

L2325
12084

230

]
Ll

dMELHuE

Lo s "
canonymous> (a8 japb.Map.Entry_): key, ...
HTTPParser: @, 1, 2, 3. &, _headers, ...
Object: onfeceiveMotadata, ...
Interceptinglistenar: delegate, ...
Objeet: contest, setupfuntisedpi, ...
InterceptingCall: nest_call, reguester
Logger: domain, _events, _eventsCount, ...
Object: server, conAlent-type, ...

ATEay

ATTay

wWritableState: objectMode, ...

Array

url: protocol, slashes. auth, hest, ... i
canonymous®> (a8 proto.google.protobuf . StringV |

ServerResponse: domain, _svents, ...
IncomingMessage; _readableState, ...
object: name, time

Object: start, stop, petDebwgInfa, ...
Areay

Objects x-netflis.client.asg.neme, ...
AeadableState: objectMode, ...

Array

Core dump analysis



Our PaaS to Velocity & Reliability

1. Standardized components
2. Preassembled platform

3. Automation and tooling



December, 3, 2017

Questions? |a]&a?

We’re hiring! 3XIANAFEATEIEIRA !

Yunong Xiao,
Principal Software Engineer, Netflix
yunong@netflix.com,

NETFLIX ¥ Gyunongx

Y yunongx
http://yunong.io o
[linkedin.com/in/yunongxiao wheitatbtn
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