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public static Object deserialize (InputStream is)
throws IOException {
ObjectInputStream ois = new ObjectInputStream(is);
return ois.readObject();
%

from DataFlow: :PathNode source, DataFlow::PathNode
sink, UnsafeDeserializationConfig conf
where conf.hasFlowPath(source, sink)
select sink.getNode().(UnsafeDeserializationSink)
.getMethodAccess(),
ssssss , sink, "Unsafe deserialization of $@.",
urce.getNode(), "user input"
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1 getContent(...) : InputStream

2 getContentAsStream(...) : InputStream
3 toBufferedInputStream(...) : InputStream
4 getlInputStream(...) : InputStream

5 is : InputStream

6
Path
U
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> fe deserialization of user input.
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