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AWS 7E 2020 FEJEHY Re:invent K& AT 7 L2 RIS TEARSS Network Firewall

(MEREXEE) |, ERALUBSFERERI/MNHTRE (ilEdtE) |, tBaTLAR
FHNZE#HTRE (BIUZRAR, WNE—MXIHEIARRE vee ZiE, RRIKIHAPAE
VPC Z[8], =0 IDC Z[8%F) , SCIETFHNEENFOGR. Es3FERSaIMn,
BFRRRSHAMN, ATUARENEE.

AWS Network Firewall (FIZSBAKIE) IRAERAIMERRIFAIEEN, EFLIGFHR
BRILETX, WIREREZEADSGRE, CECRIRIRIBHITAME, PrlEREFNATTS
TN

("“’? AWS Firewall @ Aws
il Manager &85 Qrganizations

Manage multiple
AWS Network Firewall deployments
Transit Gateway
) Site-to-Site VPN

=
Cf>  AWS Direct Connect

VPC
v - | ‘ | /‘\'\
— e Public subnets
X— %Y, =0

Internet Gateway — P2 L\V \

(e AWS Network Firewall - | _/% Subnets
equests from resources
in a VPC subnets can

be route: 1!
wall

Inspects and filters

Gateway Create a policy Block & Filter Monitor

all traffic entering the
All requests entering AWS Network Firewall
and leaving the VPC through

the gateways can b

rou rou
AWS Network Firewall

= T
@ Amazon $3 ; Amazon Kinesis
(\—\) Amazon Integrated Partner
CloudWatch Solutions

AWS Network Firewall logs published

Ef5]: Network Firewall T{ERIE

AWS Network Firewall SAFEIRSEINN (RAFNIEBZFE 30,000) , BZHEFIRSHY
MU (RAMNESE 10,000)

FToRSHNR AT RSN T, BiREcERIRREHRIT, 3235 pass, drop
forward EERSAIRN =Fp4b B 5.

RANFRSRNECET PR, RIUERILENT, BIRSEIRNENREGHR (FlanE
MINNIZE T FF ssh, BI—PMINIRE TELL ssh) , BREFHEEHR—ILEH
17, 5T pass > drop > alert, FTLARER— pass FUIRE, EAMBRYIE pass IRES
K, BRI ER SN EZERER,



BTl e

Stateless

engine

Stateful
engine

PASS

DROP

X

Ef5: Network Firewall $ERILMERFR

Sy

XERANIZITAFROEE NEIREE, = EIRE vee ZaEIdHEER>k (Transit
Gateway TGW) EE, = EINMERINM (ZRFEMF) FOSMN (F3dbR) BMLEEHXIENR
=. FrEINNRES Central VPC Fi—izt,



TGW

Attachment @ Attachment

nfw eni tgw eni EC2 (Private)

Attachment Attachment

tgwe C2 (Private)
EC2 (public) nat gw tgweni gw eni EC2 (Private)

INEERE
B5ciEn Cloudshell BB ssH BFHAIZREE (X D
B\ ssh-keygen e, IX=IR[EIEH

AWS CloudShell
us-east-1

Preparing your terminal...

Try these commands to get started:

aws help or aws <command> help or aws <command> --cli-outo-prompt
[cloudshell-user@ip-10-8-64-225 ~]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/cloudshell-user/.ssh/id_rsa):
Created directory '/home/cloudshell-user/.ssh’.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/cloudshell-user/.ssh/id_rsa.
Your public key has been saved in /home/cloudshell-user/.ssh/id_rsa.pub.
The key fingerprint is:

SEREST | EoEMBgR DIl aEoi e Teative “fgp’ cloudshell-user@ip-10-@-64-225. ecZ. internal

The key's randomart image is:
+--=[RSA 2048]----+

| =*.1

| =..+l
| o oo |
| o =
| g |
| + *=|
| . +0*|
| oo el
| .o0=E.ol
+====[SHA256] =====+
[cloudshell-user@ip-10-0-64-225 ~1%

KLERRIZTH SN SER X E AT BUR

aws ec2 import-key-pair --key-name "nfwlab" --public-key-material fileb://~/.ssh/id_rsa.pub
chmod 400 ~/.ssh/id_rsa

EBId CloudFormation 18R, BIESLIOINGE, SLIRXIE AFHEBI (us-east-1),


https://console.aws.amazon.com/cloudshell/home?region=us-east-1

CloudFormation Stacks Create stack

Step 1 H H
ey template Specify stack details
Step 2 Stack name

Specify stack details

Stack name

Configure stack options

Stack name can include letters (A-Z and a-z}, numbers (0-9), and dashes (-).

Step 4
Review

Parameters
Paramaters are defined in your template and allow you to input custom values when you create or update a stack.

BizVpc1CidrBlack
Cidr Block for Business VPC 1

10.11.0.0/16

BizVpc1PrivateCidrBlock

Cidr Block for Business VPC 1 Private Subnet
10.11.20.0/24

BizVpc1TgwCidrBlock

Cidr Block for Business VPC 1 TGW Subnet
10.11.0.0/28

BizVpc2CidrBlock

Cidr Block for Business VPC 2

10.12.0.0/16

AJLRIERER, FESH, NREREUANRSE, BHRERE— vPC IR FRE
BT VPC HINEREN B, MESEE, NEINERSS, ~& Next'HANT—E,

CentralVpcPublicCidrBlock
Cidr Block for Central VPC Public Subnet

10.10.10.0/24
CentralVpcTgwCidrBlock
Cidr Block for Central VPC TGW Subnet
10.10.0.0/28
InspectVpcCidrBlock
Cidr Block for Inspect VPC
100.64.0.0/16
InspectVpcFwCidrBlock
Cidr Block for Inspect VPC Firewall Subnet
100.64.1.0/28
InspectVpcTgwCidrBlock
Cidr Block for Inspect VPC TGW Subnet

100.64.0.0/28

LabKeyPair

The name of the private key file to use for SSH/RDP access to the instances.

nfwlab

LabLinuxAMIID

Jaws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2

LRSS RPAREE, SRR, BEOME.
stack” FHABIEEMER, RIRFAITMATEE 5 2.

1EL R “Next”, “Create




CloudFormation Stacks nfw-lab

Bl Stacks (1) 6] nfw-lab
Q. nfw-lab X Stack info Events
Active ¥ @ View nested

Outputs (3)

nfw-lab o
2021-02-27 21:05:50 UTC+0800 Q

(©) CREATE_COMPLETE

Key
BizVpc1PriServerlp
BizVpc2PriServerlp

CentralVpcPubServerlp

(IBRIE I EREL)
FaZl,

EPBTTRE
1P EtlE, ZEAYSCIES

IABRE LS
FEEPENR RIS EE:

Create stack ¥

{ Delete 1 { Update Stack actions ¥
Resources Outputs Parameters Template Change sets
@
Value v Description v Export name v
10.11.20.16 Business VPC 1 Server Private IP BizVpc-1-Server-Privatelp
10.12.20.251 Business VPC 2 Server Private IP BizVpc-2-Server-Privatelp
3.236.134.17 Central VPC Server Public IP CentralVpc-Server-Publiclp

, B Outputs,

AJLERI=&aid RS 25HY

AR vPe, J\NFR, BNFREEE CRIBREREER (REXE)

— N EIRTHRNRER VPC (Inspect VPC)

o —ABHAEFETR
o« —APEEREFLETR

— M RFRORSERIEFIAY VPC (Central VPC)
o —ARHTRM (FBFENAT MK, MUEBEEMEAMEMRS, W EC2)

o« —AREREFET

LSS vPC (Business VPC 1 F] Business VPC 2)

o —ARETR (L1 M)
o —AEEREFETR

Name v VPCID

inspect-vpc
central-vpc [4
business-vpc2

business-vpc1

BEFMIIR (REXE)

vpc-0361c4fd97c1af180
vpc-082415feabbea5523
vpc-0268e2977fc7b35e0
vpc-0e5801403e5e9a7ef

, ECEFTFM:

BCER T

, BN VPC ERER T

State v IPv4 CIDR

® Available 100.64.0.0/16
® Available 10.10.0.0/16
® Available 10.12.0.0/16
® Available 10.11.0.0/16


https://console.aws.amazon.com/vpc/home?region=us-east-1#vpcs:sort=desc:tag:Name
https://console.aws.amazon.com/vpc/home?region=us-east-1#subnets:sort=desc:tag:Name

Name v

inspect-tgw
inspect-fw
central-tgw
central-pub
biz-vpc2-tgw
biz-vpc2-pri
biz-vpc1-tgw

biz-vpc1-pri

Subnet ID

subnet-043e2cc4868d31851
subnet-0934a72104b098eca
subnet-0411e3a92f5f61cd5
subnet-0d17ada70a21b4f7a
subnet-00c9cf4aa74edd116

subnet-064d51457996e37e8
subnet-0ec7805657a780e52

subnet-051a4f6c0d9448acf

B—MePEEMX (REXE)

Create Transit Gateway Actions v

Q Filter by tags and attributes or search by keyword

Name

lab-tgw

C.— Network Firewall (FRIXE)

State v

® Available
@ Available
® Available
@ Available
© Available
@ Available
@ Available
@ Available

~ Transit Gateway ID

tgw-0d23d0382e2e9b2a4

-~

VPC

vpc-0361c4fd97¢1af180 | insp...
vpc-0361c4fd97¢1af180 | insp...
vpc-082415feabbea5523 | cen...
vpc-082415feabbea5523 | cen...
vpc-0268e2977fc7b35e0 | bus...
vpc-0268e2977fc7b35e0 | bus...
vpc-0e5801403e5e9a7ef | bus...

vpc-0e5801403e5e9a7ef | bus...

— MBI KIEEREKECE § TRASHI B RSN EH,

Firewalls (1) info

Q

inspect-nfw

=AU ec2 frBSER (REXE)

—EBHRAMIRSE, WafAERS::S.

Name A

biz-vpc1-pri-server
biz-vpc2-pri-server

central-vpc-pub-server

W& ECE

Instance ID
i-0e891d0674063395b

i-0401ca7b366e7bbc9
i-080edbB6d598¢2591

Instance state ¥

@ Running [cle]
@ Running QQ
®Running @Q

Owner ID v
A Status
© Ready
Instance type ¥ Status check
t2.micro @ 2/2 checks ...
t2.micro ® 2/2 checks ...
t2.micro ® 2/2 checks ...

IPv4 CIDR

100.64.0.0/28
100.64.1.0/28
10.10.0.0/28
10.10.10.0/24
10.12.0.0/28
10.12.20.0/24
10.11.0.0/28
10.11.20.0/24

State v

available

Create firewall

1 &

Alarm status

No alarms +
No alarms =+

No alarms 4+

BRI E BT ENS MEY, (EREREAREE, ?%'F%J%Xﬂ"@ﬁ\?b@
RUBSERZR (EXREAKRECESRE) FIMBNAYESMEE, FHEB) Tow &

VPC BSHECE

FI3F veC IBEFREHIE (Rdttat)

, HEENEREZR, ROXHTE

&.

£ VPC,


https://console.aws.amazon.com/vpc/home?region=us-east-1#TransitGateways:
https://console.aws.amazon.com/vpc/home?region=us-east-1#NetworkFirewalls:
https://console.aws.amazon.com/ec2/v2/home?region=us-east-1#Instances:instanceState=running;sort=tag:Name
https://console.aws.amazon.com/vpc/home?region=us-east-1#RouteTables:sort=tag:Name

Name ~* Route Table ID ~ Explicit subnet association Edge associi Main VPC ID

inspect-rtb-tgw rtb-0aee6105d3fbaadd2 subnet-043e2cc4868d31851 - No vpc-0361c4fd97c1af180 | i...
inspect-rtb-fw rtb-0ad947bb2d79dabbe subnet-0934a72104b098eca - No vpc-0361c4fd97c1af180 | i...
central-rtb-tgw rth-02492512b904d371f subnet-0411e3a92f5f61cd5 - No vpc-082415feabbeab523 |...
central-tb-pub &  rtb-0527f9067a2422cd0 subnet-0d17ada70a21b4f7a - No vpc-082415feabbeab523 |...
biz-vpc2-rtb-tgw rtb-00ea54500a37f4eac subnet-00c9cf4aa74edd116 - No vpc-0268e2977fc7b35e0 |...
biz-vpc2-rtb-pri rtb-09fdaf9abe1f4342¢c subnet-064d51457996e37e8 - No vpc-0268e2977fc7b35e0 |...
biz-vpc1-rth-tgw rtb-01276e6fd932d95f0 subnet-0ec7805657a780e52 - No vpc-0e5801403e5e9a7ef |...
biz-vpc1-rth-pri rtb-0a63fa1f7981944ae subnet-051a4f6c0d9448acf - No vpc-0e5801403e5e9a7ef |...

FCE Central VPC A5 0] S 2% A
% central-rtb-tgw ISR, BECEWTEEH

@ central-rtb-tgw rtb-02492512b904d371f subnet-0411e3a92f5f61cd5 - No vpc-082415feabbeab523 |...

Route Table: rtb-02492512b904d371f

Summary Routes Subnet Associations Edge Associations Route Propagation Tags
Edit routes

View  Allroutes A
Destination Target Status Propagated
10.10.0.0/16 local active No
0.0.0.0/0 nat-03ad49195d3ca56f3 active No
10.0.0.0/8 tgw-0d23d0382e2e9b2a4 active No

B & Central VPC /- F M ES H
& central-rtb-pub BEHAZR, BB FEEH
@ central-rtb-pub rth-0627f9067a2422cd0 subnet-0d17ada70a21b4fra - No vpc-082415feabbea5523 |...

Route Table: rtb-0527f9067a2422cd0

Summary Routes Subnet Associations Edge Associations Route Propagation Tags
Edit routes

View All routes v
Destination Target Status Propagated
10.10.0.0/16 local active No
0.0.0.0/0 igw-08f1659e11bf5566b active No
10.0.0.0/8 tgw-0d23d0382e2e9b2a4 active No

B & Inspect VPC FRE [ 5 0 25 FR
& inspect-rtb-tgw EXFIZR, ECEWFESH



@  inspect-rtb-tgw rtb-0aee6105d3fbaadd2 subnet-043e2cc4868d31851 - No vpc-0361c4fd97c1af180 | i...

Route Table: rtb-Oaee6105d3fbaadd2

Summary Routes Subnet Associations Edge Associations Route Propagation Tags
Edit routes
View All routes A
Destination Target Status Propagated
100.64.0.0/16 local active No
0.0.0.0/0 vpce-Oeafb1e71def3a812 active No

BCE Inspect VPC [ K&+ RIS
1% inspect-rtb-fw B EF, HCE W F M H

@  inspect-rtb-fw rtb-0ad947bb2d79da6be subnet-0934a72104b098eca - No vpc-0361c4fd97c1af180 | i...

Route Table: rtb-0ad947bb2d79datbe

Summary Routes Subnet Associations Edge Associations Route Propagation Tags
Edit routes
View Allroutes v
Destination Target Status Propagated
100.64.0.0/16 local active No
| 0.0.0.0/0 tgw-0d23d0382e2e9b2ad ‘ active No

Bic & Business VPC H %% 0] & ] B FH
L Business VPC 1 A%, %" biz-vpcl-rtb-tgw &3, B E 40 KK H

@  biz-vpci-rib-tgw rtb-01276e6fd932d9510 subnet-Oec7805657a780e52 - No vpc-0e5801403e5e9aref |...

Route Table: rtb-01276e6fd932d95f0

Summary Routes Subnet Associations Edge Associations Route Propagation Tags
Edit routes
View All routes A
Destination Target Status Propagated
10.11.0.0/16 local active No
\ 0.0.0.0/0 tgw-0d23d0382e2e9b2ad | active No

ZXLIBYBCE Business VPC 2 LRI FRIEEHE -

2 & Business VPC FAB F W B F
Pl Business VPC 1 N5, & biz-vpcl-rtb-pri B, BCE W EH



B biz-vpci-tb-pri &  rtb-0a63fa1f7981944ae subnet-051a4f6c0d9448acf - No vpc-0e5801403e5e9a7ef |...

Route Table: rtb-0a63fa1f7981944ae

Summary Routes Subnet Associations Edge Associations Route Propagation Tags
Edit routes
View  All routes hd
Destination Target Status Propagated
10.11.0.0/16 local active No
I 0.0.0.0/0 tgw-0d23d0382e2e9b2a4 active No

ZS{LIAYECE Business VPC 2 FAEFMEEH .-

TGW B HECE

BT 222 5E K 4 A~ VPC, 8 NF MRS HECE, FIiE At & TGW B i 3R RSl i
VPC B TR EIE S FTHF Tew B iR EH & Gadittad) , AP HE,
RIKBEATICE -

Name ~ Transit Gateway route table ID « Transit Gateway ID ~ State = Default association route table -~ Default propagation route table ~
rtb-spoke tgw-rtb-02d86b67460e4d599 tgw-0d23d0382e2e9b2a4 available No No
rib-nfw tgw-rtb-0e8656ac9355b0eaa tgw-0d23d0382e2e9b2a4 available No No

Bc & Spoke F&H
& rtb-spoke BEHAZR, ¥s/H 0.0.0.0/0 #8171 inspect-vpc

@ rtb-spoke tgw-rtb-02d88b67460e4d599 tgw-0d23d0382e2e9b2a4 available No No

Transit Gateway Route Table: tgw-rtb-02d86b67460e4d599 _ N — =]

Details Associations Propagations Prefix list references Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Create static route

Q Filter by attributes or search by keyword 1to1of1
CIDR Attachment Resource type Route type
| 0.0.0.0/0 tgw-attach-0626ade6344509173 | vpc-0361c4fd97c1af180 VPC static

ECE NFW E5H

&R rtb-spoke BEEAZR, Wi FHELN:
e 0.0.0.0/0 ¥§7 central-vpc
e 10.11.0.0/16 #87] biz-vpcl
e 10.12.0.0/16 #81] biz-vpc2


https://console.aws.amazon.com/vpc/home?region=us-east-1#TransitGatewayRouteTables:sort=transitGatewayRouteTableId

B rtonfw tgw-rtb-0e8656ac9355b0eaa tgw-0d23d0382e2e9b2a4 available No No

Transit Gateway Route Table: tgw-rtb-0e8656ac9355b0eaa _ Nl
Details Associations Propagations Prefix list references Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Create static route

Q Filter by attributes or search by keyword 1to30of3
CIDR Attachment Resource type Route type
0.0.0.0/0 tgw-attach-03b26e91eafeccidb | vpc-082415feabbea5523 VPC static
10.11.0.0/16 tgw-attach-0732e22d73deea10c | vpc-0e5801403e5e9a7ef VPC static
10.12.0.0116 tgw-attach-007202c0e6aead20d | vpc-0268e29771c7b35e0 VPC static

MBS UE
[EZ!] CloudShell RE, B Z2BI4ERY SSH 258 E{EZ! Public Server,

\ scp ~/.ssh/id_rsa ec2-user@3.236.134.17:~/.ssh/id_rsa

[cloudshell-user@ip-10-8-22-234 ~]$ scp ~/.ssh/id_rsa ec2-user@3.236.134.17:~/.ssh/id_rsa

id_rsa 100% 1675 886.2KB/s  @0:00
[cloudshell-user@ip-18-6-22-234 ~]$

G BN AN G, v LGl e BB 26Tk 5 T I FA B IR S5 2%
568 % 3| public server:

| ssh ec2-user@3.236.134.17

T Bk#: 2| private server:

| ssh ec2-user@10.11.20.16

us-east-1

[cloudshell-user@ip-10-0-22-234 ~]$ ssh ec2-user@3.236.134.17
Last login: Sun Feb 28 ©9:27:31 2021 from ec2-34-230-38-231.compute-1.amazonaws.com

Amazon Linux 2 AMI
I ]

https://aws.amazon.com/amazon-1inux-2/

[ec2-user@ip-10-10-10-52 ~1% ssh ec2-user@10.11.20.16

The authenticity of host '10.11.20.16 (10.11.20.16)' can't be established.
ECDSA key fingerprint is SHA256:jgmDd1Xv@NkbSWLLgCCz6gtxT90ctQFwWUQHgNsG2ZBg.
ECDSA key fingerprint is MD5:fc:bl:f6:68:9e:90:49:a9:4a:94:1a:bd:aa:b4:e6:c6.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.11.20.16' (ECDSA) to the list of known hosts.

Amazon Linux 2 AMI
I

https://aws.amazon.com/amazon-1inux-2/
[ec2-user@ip-10-11-20-16 ~]$




EEdEiEA
3 inspect-nfw (LidiixX B B kG,

Associated firewall policy rule groups Firewall details

Stateless rule groups (1)

Priority A Name

1 stateless-lab-rules

ik B B K A

Monitoring

v Capacity

100

Add rule groups ¥

1 &

v

Stateless default actions

Actions to take on packets that don't match any stateless rules.

Actions for full packets

Forward to stateful rule groups

Actions for fragmented packets
Forward to stateful rule groups

Stateful rule groups (1)

‘ stateful-lab-rules ‘

v Capacity

100

Add rule groups ¥

1 &

v

A PAE BB T — D IIRS NI stateless-lab-rules, 15 S TR S FN ZH V% A
VCECE, BRARE R BIAIRSMNA ., X B S50 R B R b i) 8 ) 7 A IR S R 25
stateful-lab-rules. AN BHANUIT -

stateful-lab-rules ...

Details
Description Type Capacity Status
lab stateful rule group Stateful 100 © Active

Rules (2) info

Protocol Source Destination Source port Destination port Direction Action
HTTP ANY ANY ANY ANY Any Drop
TLS ANY ANY ANY ANY Any Pass

a@:ﬂlﬁﬂﬁﬁﬁﬁjtﬁ%ki FEE 2 FLVFVT ) https, {HAZA LV httpo

B FUER— G Private server, 1 BizVpc2PriServer (F 465 56 A FLMHEAAL) -

ssh ec2-user@10.12.20.251
curl https://www.baidu.com
curl http://www.baidu.com



https://console.aws.amazon.com/vpc/home?region=us-east-1#NetworkFirewalls:

MR B R Ceurl http 22— B R HD

BJ AWS CloudShell
us-east-1

[ecZ-user@ip-10-12-20-251 ~]3 curl https://www.baidu.com

<!DOCTYPE html>

<!--STATUS OK--><html> <head><meta http-equiv=content-type content=text/html;charset=utf-8><meta http-equiv=X-UA-Compatible contg

ylesheet type=text/css href=https://ssl.bdstatic.com/5eN1bjqBAAUYmZZgoY 3K/ r/www/cache/bdorz/baidu.min.css><title>BEE—

v id=head> <div class=head_wrapper> <div class=s_form> <div class=s_form_wrapper> <div id=1g> <img hidefocus=true sr

d=form name=f action=//www.baidu.com/s class=fm> <input type=hidden nome=bdorz_come value=1> <input type=hidden name=ie value=utfi

name=rsv_bp value=1> <input type=hidden name=rsv_idx value=1> <input type=hidden name=tn value=baidu><span class="bg s_ipt_wr"><i

plete=off autofocus=autofocus></span><span class="bg s_btn_wr"><input type=submit id=su value=EE—T class="bg s_btn" autofocus>

news.baidu.com name=tj_trnews class=mnav>-§flfl</a> <a href=https://www.haol23.com name=tj_trhaol23 class=mnav-hacl23</a> <a href=h

ref=http://v.baidu.com name=tj_trvideo class=mnav>##fl</a> <a href=http://tieba.baidu.com nome=tj_trtieba class=mnav>Will</a> <nos|

&amp ; tpl=mn&amp ; u=http¥3A%X2F%2 Fwww . baidu. com¥2 f¥3fbdorz_come%3dl name=tj_login class=1b>8#R</a> </noscript> <script>document.wri
+ encodeURIComponent(window.location.href+ (window.location.search " Uet o "&")+ "bdorz_come=1")+ '" name="tj_logi

</script> <a href=//www.baidu.com/more/ name=tj_briicon class=bri style="display: block;">EB~@</a> </div> </di

f=http://home.baidu.com>%xFEE</a> <a href=http://ir.baidu.com>About Baidu</a> </p> <p id=cp>&copy;20178&nbsp;Baidulinbsp;<a href=

ef=http://jianyi.baidu.com/ class=cp-feedback>EIEf</a>&nbsp; RICPIE0301738&nbsp; <img src=//www.baidu.com/img/gs.gif> </p> </d

[ec2-user@ip-10-12-20-251 ~]$

[ec2-user@ip-10-12-20-251 ~]%

[ec2-user@ip-10-12-20-251 ~]$ curl http://www.baidu.com

LR A IRZSHL
B A INA GadnX D

VPC Netwaork Firewall rule groups

Network Firewall rule groups (3) info

E——

Q 1 &
Name A Type v
stateful-lab-rules stateful
stateless-lab-rules stateless

Create Network Firewall rule group i

Rule group type

Stateless rule group
spect packets within the context of the traffic flow. Use stateless rule groups to inspect individual packets on their own, without the
context of the traffic flow.

Stateful rule group

Name
Enter a name for the rule group that's unique within your stateful rule groups.

stateful-domain-rules

The name must have 1-128 characters. Valid characters: a-z, A-Z, 0-9 and -(hyphen). The name can’t start or end with a hyphen, and it can’t contain two consecutive hyphens.

Description - optional

The description can have 0-256 characters.

Capacity Info
Maximum processing capacity allowed for the rule group. Estimate the stateful rule group's capacity requirement as the number of rules you expect to add. You can't change or exceed this
setting when you update the rule group.

100

The capacity must be greater than or equal to 1 and less than 10,000.

Stateful rule group options

5-tuple Suricata compatible IPS rules

Use the 5-tuple format, specifying source IP, pecify a Tist of domain names and the action to Intrusion prevention system (IPS) rules - Provide
source port, destination IP, destination port, and take for traffic that tries to access one of the advanced firewall rules using Suricata rule syntax
protocol, and specify the action to take for domains. Suricata is an open source network IPS that
matching traffic. includes a standard rule-based language for traffic

inspection


https://console.aws.amazon.com/vpc/home?region=us-east-1#NetworkFirewallRuleGroups:

Domain list info

Domain name source
List domain names you want to take action on.

Enter one domain name per line.

Protocols
Select the protocols to inspect.

Hrttp

Hrtps

Action

Action to take when a request matches the domain names in this group.

Allow

© Deny

Bl TERE, B3 CloudShell 541, A& ML EH4H.

Cancel Create stateful rule group

aws network-firewall describe-rule-group --type STATEFUL --rule-group-name stateful-
domain-rules --region us-east-1

us-east-1

[cloudshell-user@ip-10-1-51-165 ~]$ aws network-firewall describe-rule-group --type STATEFUL --rule-group-name stateful-domain-rules --region us-east-1

"UpdateToken": "92d6cdcd-5e3a-495a-8949-c383528f1ec?”,
"RuleGroup": {

H

T

’
"RuleGroupResponse”: {

"RuleVariables": {

"HOME_NET": {
“Definition":

1.
"RulesSource”: {
"RulesSourcelList": {
"Targets™: [
" .baidu.com"
1,
"TargetTypes": [
"HTTP_HOST",
"TLS_SNI"
1,
"GeneratedRulesType": "DENYLIST"
}
}

"RuleGroupArn Irn:aws :network-firewall:us-east-1:651663872994:stateful-rulegroup/stateful-domain-rules”,
"RuleGroupNam stateful -domain-rules”,

"RuleGroupId" cZbecd-@ade-4b9e-aBc9-f2Z18cBb94291",

"Type": "STATI

"Capacity": b

"RuleGroupStatus™: "ACTIVE",

"Tags": [

}
[cloudshell-user@ip-10-1-51-165 ~1$ [l

it3¢ N K UpdateToken, o] 58387 75 B 2

export NFW_UPDATE_TOKEN=92d6cdcd-5e3a-495a-8949-c383528f1ec7
export ACCOUNT_NUMBER="aws sts get-caller-identity --query Account --output text’

ZRIA NFW 7£ domain name filtering 31X & K 246 25 K JE T nfw FTLE vpe cidr HI &,
KIET nfw FT{E vpe AN E R EIIASHATIEIE, FFE % EIXA HOME_NET ¥4 7

PR BT CIDR ¥ it 2. A% variables.json SCAF




cat > variables.json <<EOF
{
"RuleVariables": {
"IPSets": {

"HOME_NET": {

"Definition": [
"10.10.0.0/16",
"10.11.0.0/16",
"10.12.0.0/16"

]

}

}

2

"RulesSource": {
"RulesSourcelList": {

"Targets": [
".baidu.com"

1,

"TargetTypes": [
"HTTP_HOST",
"TLS_SNI"

1,

"GeneratedRulesType": "DENYLIST"

}
}

}
EOF

JE I AWS CLI B R0 ) 25,

aws network-firewall update-rule-group \

--rule-group-arn arn:aws:network-firewall:us-east-1: SACCOUNT_NUMBER:stateful-
rulegroup/stateful-domain-rules \

--update-token SNFW_UPDATE_TOKEN \

--rule-group file://variables.json \

--region us-east-1




us-east-1

[cloudshell-user@ip-1@-1-51-165 ~]% aws network-firewall update-rule-group \
==rule-group-arn arn:ows:network-firewall:us-east-1:$ACCOUNT_NUMBER:stateful-rulegroup/stateful-domain-rules \

>
> --updaote-token $NFW_UPDATE_TOKEN *
> --rule-group file://variables.json \
> --region us-east-1

{

"UpdateToken": "d47fff94-41cl-46ce-89fc-bdbb51e15332",
"RuleGroupResponse”: {
"RuleGroupArn”:

"RuleGroupName": “"stateful-domain-rules”,

"RuleGroupld”: "@9c26ecd-@ad4s-4b%e-aBc9-f218cBb94291",

“Type": “STATEFUL",
“Capacity”: 1@,
"RuleGroup5tatus”: "ACTIVE",
"Tags": []
}
}
[cloudshell-user@ip-10-1-51-165 ~]%

R 9 G 2 U ZHL 2 5 38 B it SRS
ARSI A

Stateful rule groups (1)

Name

stateful-lab-rules

VPC Firewalls inspect-nfw Add my own stateful rule groups

Add stateful rule groups to the firewall policy .

Select and add the stateful rule groups that you want in your firewall policy.

"arn:aws:network-firewall:us-east-1:651663872994:stateful-rulegroup/stateful-domain-rules”,

(X D, e Bk EE A, NN

Add rule groups &

Create and add new stateful rule group

‘ | Add stateful rule groups to the firewall policy ‘ ‘

v Capacity v

100

(@ A firewall policy can be associated with multiple firewalls. Modifying a firewall policy affects all firewalls that reference it.

To use rule groups that are managed for you, see AWS Partner Network (APN) integrations. [4

Stateful rule group (2)

Create rule group [4

Q 1 (o)
-] Name
‘ stateful-domain-rules

RSN 2 &I AL, BOFE,

TS stateful-lab-rules

Stateful rule groups (2)

AT EFMIAT, BOX B

H Add rule groups ¥ |

1 @

-] Name v Capacity v
stateful-domain-rules 100
stateful-lab-rules 100

‘

FRBAE, BRI S A, B0 zhibus SR JE X5 7 %


https://console.aws.amazon.com/vpc/home?region=us-east-1#NetworkFirewalls:

us-gast-1

[ec2-user@ip-10-12-20-251 ~]$ curl https://www.zhihu.com

Redirecting to <a href="//www.zhihu.com/signin?next=%2F">//www.zhihu.com/signin?next=%2F</a>.[ec2-user@ip-10-12-20-251 ~]$%
[ec2-user@ip-10-12-20-251 ~]$
[ec2-user@ip-10-12-20-251 ~]$ curl https://www.baidu.com

ATUES], FPAfLLEE VIR, ERIAE curl BEMS RS, &3] 7 SLWR I )
BOR

R E) PR
SO TC B ARG A6 ) BN ECEE TR SN ZH. stateless-lab-rules. o5 25 & H) HA 28 401
e

stateless-lab-rules ..

Details
Description Type Capacity Status
sample stateless rules Stateless 100 © Active

Rules (1) info

Source

Destination Custom
Priority ¥ Protocol & Source ¥ Destination ¥ port Action ¥ Masks Flags
portrange v action
range v
‘ 1 ICMP 10.0.0.0/8 10.0.0.0/8 - - Drop - - -

FRATTHC & ) 2R V8 17 B K 858 SR 2 A SR VRV 1] ping
7] PAZE CloudShell BT F—> Tab, i Actions->New Tab.

AWS CloudShell I

Tabs layout

us-east-1

New tab |
[ec2-user@ip-10-12-28-251 ~]$ curl https://www.baidu.com
<IDOCTYPE html> Split into rows
<html> <head><meta http-equiv=content-type content=text/html;charset=utf-8><meta http-equiv= Compatible content=IE=Edge;
xt/css href=https://ssl.bdstatic.com/SeN1bjqBAAUYmZZgoY3K/r/waw/cache/bdorz/baidu.min.css><title>EA fRsRamiE</title></h| split into columns
v id=head> <div class=head_wrapper> <div class=s_form> <div class=s_form_wrapper> <div id=lg> <img hidefocus=true src=//www.baidu.com/img/b Files

d=form name=f action=//www.baidu.com/s class=fm> <input type=hi | 1> <input typeshidden name=ie val
<input type=hidden name=rsv_i i i n value-baidu><span class="bg s_ipt_wr"
ff autofocus=autofocus></span><span class="bg s_btn_wr"><input typ it id=su value=HE—T class="bg s_btn" autofocus></span> </
news.baidu.com nar _trnews class=mnav>ffil</a> <a href=https://www.haol23.com name=tj_trhaol23 class=mnav-haol23</a> <a href=http://map.H Upload file
ref=http://v.baidu.com name=tj_trvideo class=mnav>#fi</a> <a href=http://tieba.baidu.com name=tj_trtieba class=mnav>MlB</a> <noscript> <a
&amp ; tpl=mn&amp ; u=ht tpX3A%2F%2Fwww . baidu. com¥2 %3 fbdorz_come%3d1l name=tj_login clas lb>Bf</a> </noscripts> <script>document.write(’<a hrefQaNe eV C P LT T
1=mn&u="+ encodeURIComponent(window.location.href+ (window.location,search “)+ “bdorz_come=1*)+ '" name="tj_login" class="
</script> <a href=//www_baidu.com/more/ name=tj_briicon class=bri R s I R ARV GIVR  Delete AWS CloudShell home directory
f=http://home.baidu. com>%FEE</a> <a href=http://ir.baidu.com-About Baidu</a> </p> <p id=cp>&copy;2017&nbsp;Baidulnbsp;<a href=http://waw -
ef=http://jianyi.baidu.com/ class=cp-feedbacicBRRif</a>&nbsp; RICPIEA30173B&nbsp; <img src=//www.baidu.com/img/gs.gif> </p> </div> </div> </div> </body> </html>
[ec2-user@ip-10-12-20-251 ~]$
[ec2-user@ip-10-12-20-251 ~]$

Download file

[ecz-user®ip-10-12-20-251 ~]$ curl http://www.baidu.com

HxFEE — G Private server, 11 BizVpclPriServer:
ssh ec2-user@10.11.20.16 (JF & 5E & 53 A LR
2338 ping % — Business VPC H {1t H1 10.12.20.251
ping 10.12.20.251



AWS CloudShell
us-east-1 X us-east-1 X

[ec2-user@ip-10-11-20-16 ~]$ ping 10.12.2@.251

PING 10.12.20.251 (10.12.20.251) 56(84) bytes of data.

AC

--- 10.12.2@.251 ping statistics ---

211 packets transmitted, @ received, 10@% packet loss, time 215@38ms

[ecZ-user@ip-10-11-20-16 ~]%

R UE B AR, ek ping .

SR AR
HF ping (¥ Action i Drop ey Pass) , Fi T Fl

Rules (1) info

Source

Destination Custom
Priority ¥ Protocol & Source V¥ Destination ¥ port Action ¥ Masks Flags
portrange ¥ action
range v
1 ICMP 10.0.0.0/8 10.0.0.0/8 - - Drop - - -
Edit rule X
Destination Destination port range
The destination IP addresses and address ranges to inspect for, in Destination ports and port ranges to inspect for. This only applies to
CIDR notation. TCP and UDP protocols.
Custom v Custom
10.0.0.0/8 -
/4 A
Enter one value per line and use either IPv4 or IPv6 values but not Allowed port ranges are 0-65535. Enter one port range per line.

both together.

Action
Choose how you want the firewall to handle packets that match the rule criteria.

Drop
Forward to stateful rule groups

Custom actions - optional
Add a custom action to publish CloudWatch metrics, in addition to the standard rule action. Custom actions that you define here are

available for use by other rules in this rule group.

- v

Cancel m
HHTK ping, 7T UAE RIIAEFT LA ping 18 T -



us-east-1 X us-east-1 x

[ec2-userBip-10-11-20-16 ~]$ ping 10.12.20.251

PING 1@.12.20.251 (10.12.20.251) 56(84) bytes of data.
AC

--- 10.12.20.251 ping statistics ---

211 packets transmitted, @ received, 100% packet loss, time 215@38ms

[ec2-user@ip-19-11-20-16 ~]$ ping 10.12.20.251

PING 10.12.20.251 (10.12.20.251) 56(84) bytes of data.

64 bytes from 10.12.20.251: icmp_seg=1 tt1=251 time=3.74 ms
64 bytes from 10.12.20.251: icmp_seg=2 ttl=251 time=1.84 ms
64 bytes from 10.12.20.251: icmp_seg=3 ttl=251 time=1.92 ms

SE TR
Deployment models for AWS Network Firewall
1B1d AWS Network Firewall SEMlEgd b RAIARZBIE LI
1813 AWS Network Firewall SETIZR PR IRFOARSS HIE BEH

IBIZ AWS Network Firewall SCHB S =M E MR RFIIRSHIERBLIF



https://aws.amazon.com/cn/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://aws.amazon.com/cn/blogs/china/effective-protection-of-ns-resources-and-services-through-aws-network-firewall/
https://aws.amazon.com/cn/blogs/china/through-aws-network-firewall-to-achieve-effective-protection-of-ew-resources-and-services/
https://aws.amazon.com/cn/blogs/china/effective-protection-of-resources-and-services-in-mixed-cloud-environment-through-aws-network-firewall/

