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DDOS Account Id Leak Data Exposure

Cryptojacking Session Token Hijacking Website Defacement

Key Material Compromise  STS Token Replay Attack Subdomain Takeovers
Pivot Attack IAM Role Enumeration Malicious File Hosting

AMI Poisoning IAM User Brute Force Data Spillage
Attack

Account Jumping
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1. “Zero playbook”

“We need to
figure out what
happened.”

v \

o %@ m@h

Recipient Responder
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o

C

Notification
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2. “Classic playbook”

Stakeholders

“I'am trying”

Threat detection

(06—5 eradication,

and recovery

Automation:
::: containment,
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3. “Playbook as code”

modeling N——)

1" « |1
. | got this!
pull / push
Stakeholders
—
Threat detection
< > _%
= Responders ; >
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Activity logs Indicators Alert Notification
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Time
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EVENT SOURCE FUNCTION SERVICES (ANYTHING)

Changes in

data state Node
Python

Requests to Java

endpoints CH

Changes in
resource state
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Amazon CloudWatch Events
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Amazon Kinesis Step Functions
C\ Data Firehose
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« ISR RIRIASHEEHR o,
Amazon

CloudWatch »  FN=HFIRER (JRF1BTR)

Amazon SQS Amazon EC2

"aws . trustedadvisor"

1,
"detail-type": [

Trusted Advisor Check Item Refresh Notification”

—~ N @
d_s:ius{ L 0 . ‘
"ERROR",
] "WARN" Lambda Amazon Inspector
}
(\\ -
S L
Systems Manager CodePipeline
m &
. Amazon Simple
e Notification Service
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Step Functions

Graph = Code v Execution Details N
Success M Failed Cancelled In progress 5 z
Info Input Output I } I b

Execution Status
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1: stateMachine:GenomicWorkflow-
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GetSnpeffobStatus
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CheckSnpefobStatus Closed

GetFinalSnpeftJobStatus

- Step Details
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AWS
@ £ CloudTrail

VPC Flow Logs

Team

e~
% collaboration
fv\ (Slack etc.)
AWS WAF AWS Step functions
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AWS Shield Amazon
/('ZloudWatch Lambda
AN function
Amazon Macie

AWS Conflg
Amazon GuardDuty

\ AWS APls

Amazon EC2

Amazon EC2
Systems
Manager

Detection
Alerting
Remediation
Countermeasures

Forensics
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(

Security Hub Setting

Custom actions

Name
Send to Email

Isolate Instance

Terminate
Instance

Send to Slack

Send to Security

Disable Access

Keys

Accounts Custom actions Usage General

Description

Send this finding to email

Custom Action that will isolate the EC2 instance associated with
the finding

Terminate the EC2 instance associated with this finding

Send the details of this finding to Slack

Send this to the security team so they can workflow it further

Disable the access keys associated with an 1AM finding

Configure AWS Security Hub to send selected insights and findings to CloudWatch Events by creating a custom action.

Custom action ARN

arn:aws:securityhub:us-east-
1.5 y:action/custom/send_to_email

arn:aws:securityhub:us-east-
1 i:action/custom/isolate_instance

arn:aws:securityhub:us-east-
i b y:action/custom/terminate_instance

arn:aws:securityhub:us-east-
y b= i:action/custom/send_to_slack

arn:aws:securityhub:us-east-
7:5 v:action/custom/send_to_sec_wf

arn:aws:securityhub:us-east-
1:) :action/custom/disable_access_keys
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Taking action Y&
B NEFTEIAWS Security Hub &IlEf< &1XZ|Amazon CloudWatch Events

Step 1: Create rule

41

Create rules to invoke Targets based on Events happening in your AWS environment.

Event Source Targets

Build or customize an Event Pattern or set a Schedule to invoke Targets. Select Target to invoke when an event matches your Event Pattern or when schedule is triggered.

@® Event Pattern @ Schedule @ © Add target*

Build event pattern to match events by service

Service Name Security Hub

Event Type All Events

Build an event pattern to matc Security Hub Findings - Custom Action

Security Hub Findings - Imported

~ Event Pattern Preview opy to clipboard Edit
) Security Hub Insight Results Py 1o cp '

s AWS API Call via CloudTrail
source": [

"aws.securityhub”
1

.
¥
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AWS Security HubFBRIBENIRE

Security Hub

Accounts Custom actions Usage General

Custom actions

Configure AWS Security Hub to send selected insights and findings to CloudWatch Events by creating a custom action.

Name Description Custom action ARN

arn:aws:securityhub:us-east-

Send to Email Send this finding to email L. )
1 yv:action/custom/send_to_email
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AWS Security HubFBRIBENIRE

BxE N
{
J "source": [
"aws .securityhub"
Event ]
Rule 4
"resources": |
"arn:aws:securityhub:us-west-
2 : XXXXXXXXXXXxX:action/custom/send to email"
l ]
}
Simple
Notification —

Service
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Amazon Kinesis Data Streams
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Rule
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Run
command

Amazon SNS
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Config rules
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Config Rule Demo

I 5 =i

\-,‘—,






ZRicHE

CloudTrail Amazon
CloudWatch
Events
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Lambda
function

2z

2iC
Amazon

Chime

1
o

CloudTrail

Track user activity
and API usage
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GuardDuty

[ §

CloudWatch

Rule

Lambda
function

> 2l e

Detach instance from Auto Scaling
group and Elastic Load Balancing
Remove IAM role

Snapshot volume

Replace security group on elastic
network interface(s) to disallow all
traffic

Attach forensics network interface

/

Terminate instance
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SR : PIEZACLFIAWS WAFEIN

) Application requests Application \
: (static + dynamic) Load
Balancer
SRR AWS Shield CloudWatch
" CloudFront

. o
---------------------------------

AWS Step
Funcfons

D Network access control list /
1= B by S8 57
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Ball{tEIEULEE: Lambda + AWS Systems Manager

GuardDuty CloudWatch Lambda /_- Systems

N\ Manager
Instance:~ ec2-user$ top L
Instance:~ ec2-user$ pcap w—
Instance:~ ec2-user$ lime

Documents

Rule Lambda
function

Amazon EC2

instance contents
Amazon EBS Amazon EBS
volume Amazon EBS forensics
snapshot
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/ MaliciousIPCaller.Custom

. CloudWatch EventiUlfe A& SNS=F
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Amazon :
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Elastic { \/
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Subnet /

VPC

\ J Event
1 Rule l
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AWS Amazon : E-mail or

Lambda
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