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= FB9EER: MITRE ATT&CK —Metrix
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Initial Access Persistence Privilege Escalation Defense Evasion Credential Access Jiscovery Collection Exfiltration Impact
3 techniques 4 techniques 1 techniques 4 technigues 2 technigues 2 techniques 1 techniques 4 technigues

Exploit Public-Facing 1l Account Manipulation jq 1} Valid Account nair Defi ) 1} Brute Forc ¥ (1) Data from Cloud sfer Data to Cloud
Application — - Storage Objec
Modify Cloud C (
Trusted Relationship Infrastructure g4
Implant Container Image
1 \Valid Account: sed,/Un: Cloud Service Dashboard
1l Valid Accounts 1
Cloud Service Di Ty
1] Valid Accounts Resource Hijacking
Network Sen

System Network
inections Discovery
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OWASP Top 10
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Center for Internet Security (CIS) Amazon Web Services
Foundations

CiskeEHEEFREHE TENXBH. QNIE. ETHNRTWEESE, UBBALTHEREHZEeN, ISHRRRECISZEEEURIMRNT

@ CIS Benchmarks

1 | Identity and Access Management
(11 (

Avoid the use of the "root”

fn

Ensure a log metric filter and alarm
Management Console authentication

CIS Amazon Web Services Foundations

v1.2.0-05-23-2018

Ensure a log metric filter and alarm exist for AWS Config

Ensure a support role has been created to manage incidents confipuration changes (Scored)

with AWS Support [Scored)
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Amazon EC2  AWS Identity Amazon Simple
and Access  Storage Service
Management (S3)
(IAM)

© 2021, Amazon Web Services, Inc. or its Affiliates.
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Amazon Simple
Storage Service
(S3)

Amazon EC2  Elastic Load Amazon
Balancing CloudFront
(ELB)
IF oy i =F: 4%

\-.—;7



T e miES RS

=. Amazon
GuardDuty
v ”/_':""' — /—\: . X - us3? —T1 "
L2 SEMT — > mED
Amazon AWS
r——] Inspector Security Hub
Amazon EC2  AWS Identity Amazon Simple A %
and Access  Storage Service mazon
Management (S3) Macie th
(IAM)
Amazon
DeteCtive © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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FEERRAMEZNARSS GuardDuty?

Y & BRI AT EE i = GRS AU AW S IR P 0 T F Sz

(

Amazon GuardDuty

Amazon GuardDuty
is a threat detection service
that continuously monitors
for malicious or unauthorized
behavior to protect your
AWS accounts, workloads,
and data stored in 53.

[

Enable GuardDuty

With a few clicks
in the console, monitor
all your AWS accounts
without additional software
to deploy or manage.

CloudTrail Mgmt
Events

CloudTrail 53
data events

VPC Flow Logs

=1 ~ DN5 Logs

Continuously analyze

Automatically analyze
network, account, and data
access activity at scale,
providing continuous
monitoring of your
AWS accounts

E/N

Intelligently detect threats

GuardDuty uses machine learning,
anomaly detection, and integrated
threat intelligence to identify
and prioritize potential threats

Take action

Review detailed findings
in the console, integrate into
event management
or workflow systems,
or trigger AWS Lambda for
automated remediation
or prevention
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B MRS GuardDuty EA TIE?

Amazon GuardDuty

iR REEVRINER BIKBISTH ST
EeiFhiz
BB EHR
VPC flow logs caC
.. et — AWS Security
Activity b
= 4 e
DNS Logs nis 2 Py 4= . MEDIUM
¢ [=h—em g IELE&E i.;,ﬁ%{lmkpﬁﬂa!lu. — CloudWatch Event
(ML) - EC2 .
.—:{:—:) e  Network f{fR Low
CloudTrail
Events SEMEE e

S& DNS FEE)]
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B MG NIARSS GuardDuty RJLA%&IR{TA?

BId50fh, FHEARIEEH. ..
- - - -

PenTest Finding Types

Backdoor Finding Behavior Finding
Types Types

Crypto Currency
Finding Types

o . o ? brivi i ‘
Persistence Finding Privilege Escalation Recon Finding Types

Types Policy Finding Types Finding Types

#  Resource . o 4
Consumption Finding Stealth Finding Types Trojan Finding Types Unauthorized Finding
Types Types
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_backdoor.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_behavior.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_crypto.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_pentest.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_persistence.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_policy.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_privilegeescalation.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_recon.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_resource.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_stealth.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_trojan.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_unauthorized.html

T4 EDetective

Amazon Detective BEIMERIAWSZRINEBEEIE, HERNSRFES. RitHHFIEERICKIE—AIHEEUE, BRI TER. EERILER
B, EENZIRSS, BB ENEEEHREXE RN Z 2R A REERAIRE. Amazon DetectiveAILASHTRE SN EUERINEL2EH, W

VPC7itHE. AWS CloudTrail, Amazon GuardDuty=s, FBEzItIE—HR—. KEXNRE. APURMNIZENRERE. B7XNMRE—HIWE, a7l
E—MESEOUCETERIETFI E T, DIMEANEREERR, RAZBXNGEESNF, FRERERARE.

Amazon Detective

Investigate potential
security issues

9

Enable Amazon
Detective

Enable Amazon Detective in
the AWS management
console to quickly analyze
and investigate potential
security issues

R
CloudTrail logs
AN
VPC Flow logs

Amazon GuardDuty
findings

Automatically distills
and organizes data

Amazon Detective organizes
data into a graph model.
The graph model is
continuously updated as new
data becomes available

AWS
Security Hub

@ Amazon
GuardDuty

Integrated partner
security products

0

0?0

()
3

Investigate a security finding

Amazon Detective is integrated with Amazon GuardDuty and
AWS Security Hub as well as partner security products. You can
click “Investigate” from the console of these services to directly

bring up the specific findings detail page

Get to the root cause

Amazon Detective provides
interactive visualizations
with the details and context
to identify the underlying
reasons for the findings
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Amazon Detective{fHig=
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Observed EC2 instances using this IP address info

Lorem ipsum dolor amet intelligentsia subway tile single-ot coffee tote bq
t art humblebrag iceland mixtape roof party free yefore they sold out.

Q

ECZ instance First time observed | ast time observed

b i-1234a5b678c901d23 11/10/18, 23:00 11/13/19, 14:00

v -4567d8e901f234956 10/28/19, 15:00 11/12/19, 16:00
[Time series label] Scope: 10/18 @21:00 - 10/19 @23:00

15[

- II llII. III.I I..II IIII..II II llll
] . - . -I.

» -7890nh1]234k567189 11/13/19, 13:00 11/13/19, 13:00

I 5 =i

"



HEERF RIS DS

_distinct

. 78.128.112.26

._.
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"Il 78.128.112.26

2019-05-08 2019-05-15 2019-05-22 2019-05-29 2019-06-05 2019-06-12 2019-06-19

Number of active hours

1000 2000 3000 4000
Rank for ip from highest rate to lowest

Behavioral baselines Distributions

remote_port-outbound Estimate error (zoomed)

Telnet(23) Bm Baseline

TFTP(69) Scope Time
SSH(20)
SNMP(161/162)
SMTP(25)
RDP(3389)
POP(110)
Other
NetBIOS(137-139)
NTP(123)
LDAP(389)
IMAP(143)
HTTPS(443)
HTTP(80)
FTP(21)
FTP over TLS/SSL(989/990)
DNS(53)
DHCP(67/68)
BGP(179)

lower

upper
normed

W& “ ' i v‘ " " ] 'ﬂv{["]mw \ "‘u.\“*j‘"ﬂ\fu"l\'
i :; *’
| %‘M P ‘i“‘u“l’:‘\‘u% Wi

5450 5500 5550 5650

Port Number

l

1073 1072 107! 10° 10! 10?
Fraction of Activity (%)

Time series analysis Data stream analytics
ﬂ%ﬂgﬁﬂﬁi
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Overall API call volume .

Successful API calls 63.26% of scope time volume

Failed API calls 63.26% of scope time volume

A RETHA?

X B U

—

C

15

Average VPC flow volume for common ports i

Inbound Outbound

O Linear scale Log scale

s [

DNS (53) & ' SSH (22)

) Scope time average: 10.4 MB/hour (+
HTTPS (443) | . | Baseline: 2.6 MB/hour

Secure Shell (22)
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Inspector ¥t AR, #HiFTA1F&?

ReEEAEIFME: Amazon Inspector R—INBEzIZ £THAIRS, BalHMANBEFIIXEG, miREEBE T &IEE
BiRE. FUTHFG/S, Amazon Inspector REMIRT BREEREMTRIIZT EMNFAIR, XETHHERAT
EEIESTEZ, BA{FE/HEE Amazon Inspector =58 APl IRERNFATHEIRSHI—EB D X,

Inspector BIAERLAIEBIED,, ERTLUSRSERIE, sSCEIEMEEITFAL.

=& - SRETRECT GRS
284 ] N =1:5 X T TS
R .« FEMERMX

ReasE . VPOUWEiEE
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Inspector FHVIRIRT, FRIAIN 451

Finding

Severity

Description

Recommendation

On instance i-0df739d0c3b0e1410, TCF port 22 which is associated with 'SSH' is reachable from the internet

Medium €@ Port Where?

On this instance, TCP port 22, which is associated with SSH, is reachable from the internet. You can install the Inspector agent on
this instance and re-run the assessment to check for any process listening on this port. The instance i-0df739d0c3b0e1410 is
located in VPC vpc-e6ag&8fad and has an attached ENI eni-b59b2c2d which uses network ACL acl-26d85d2c. The port is
reachable from the internet through Security Group sg-3fa7ee77 and IGW igw-fé3daeal

How?

Edit the Security Group sg-3fa76677 to remove access from the internet on port 22
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Inspector H{VIRIEIL FRIALIRZGI (RIiE)

Finding  On instance i-0de84bab1a28533b9, pr s 'sshd’ is listening on tcp port 22 which is associated with "55H' and is reachable from the internet

Severity Medium €@ Which process POI‘t

Description  On this instance, Acp port 22, which is typically used for SSH, is reachable from the internet with a pr s listening on the port. The process has

name sshd’, process id 3251, and uses binary /usr/sbin/sshd. The instance i-0de84bab1a28533b9 is located in VPC vpc-0d4af19b49294d6d0 and
has an attached ENI eni-02d01f94f58659bc1 that 1s in subnet %SUBMET% with ACL The port is reachable from the

internet through Secunty Groug and 1GWy

How

Recommendation from the internet on port 22
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42 Security Hub

AWS Security Hub BJ£E&EZER AWS KPS ARLZEZIR SSRGS, [BFEEZ AWS RS (80 Amazon GuardDuty, Amazon Inspector ¥ Amazon Macie
), LABCRB AWS SIEKMERALS ZENLZE2BIRFICNER, REMNSTR. BFRER. SULUERBEHMECE (BEFENALRETH AWS RIESCERATIARE) |

10N
LIRSS,

E?aal:iln[;‘uty A%y Amazon Macie

Iy

Quickly assess your Conduct automated Take action
high-priority security alerts Continuously aggregate & prioritize compliance checks Select an action, such as

Amazon Integrated
AWS Security Hub » Inspector S0 | partner solutions

and compliance status across
AWS accounts in one
comprehensive view

Findings from AWS and partner security services Use industry standards, S'E!'Idll'lg to ticketing, chat, .
highlight emerging trends or possible issues such as the CIS AWS email or auto-remediation, via
Foundations Benchmark CloudWatch Events and
Lambda integration
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Security Hub£Epk

“Taking Action”

Firewalls SOPHOS @
(o8 i B g Cheok ot
imperva 11 Barracuda

Vulnerability @
tenable

SIEM

RAPID})

walys.  insightVM splunk > € sumologic § B security

. .
| — — (q —

splunk

RAPID»

insightConnect

Compliance

g Cloud (] Check Point AWS Amazon NEM .I STO

CLJ Stodlan SOFTWARE TECHMOLOGIES LT Security Hub CloudWatch

Other Events
U . c 2 Twistlock .
HeAfee' cyecnans l servicen w A ATLASSIAN
AWS Security Services Forwarding @ TurborT

findings into AWS Security Hub

- : - . 3
0—~o % b |

AR () Xl
Amazon

Amazon Amazon Amazon INVTES Detective

Macie Inspector GuardDuty  Firewall

A Manage DB EH
‘ © 2021, Amazon Web Services, Inc. or its Affiliates. r p —
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CIS AWS Foundations rules
AWS Security Hub conducts 43 automated checks against the CIS AWS Foundations Benchmark rules.

2 Ensure multi-factor authentication (MFA) is enabled for all IAM users that have a console E ls unused for 90 days or greater are di

password

4 Ensure access keys are rotated every 90 days o 1.5 Ensure IA assword policy requires at least one uppercase letter Ensure IAM password policy requires at least one lowercase letter

@ Comp

Ao

Ensure 1AM password policy requires at least one symbol } | r t least one number Ensure 1AM password policy requires minimum password length of 14 or greater

© Complian

1 account passed

vents password reuse | r rd pol of thin 90 days or less 1t access key exists

s enabled for the "root” account 4 Ensure hardware MFA is enabled for the "root” account 1.16 Ensure IAM policies are attached only to groups or roles

© con

1 account passed

1.22 Ensure IAM policies tt w fu * administrative privileges are not created | Ensure CloudTrail is enabled in all regions Ensure CloudTrail log file validation is enabled

passed
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1.1 Avoid the use of the "root" account 1.1 Avoid the use of the "root” account X

Finding 10: arn:aws:securityhubiew- west-3:0688732830% 1 :subscription/cis- aws-foundations-benchmark/v/1.2.0/1.1 /finding /S48 18012-8742
This page displays the active findings for a standards rule. 4337-8353-d12bede3 7942

Actions v

The “root”™ account has unrestricted access to all resources in the AWS account. It is highly recommended that the use of
this account be avoided.

Y | Product ARN VS :pro s/securityhub G) Record state ACTIVE @ Generator ID

Archive finding

Severity Company Product Resource 1D Resource type Status A Updatedat v
AWS account 1D Severity (Original)

[e] AWS ecurity Hub 1.1 Avoid the use of the “root” account ACCOIR AWSALCO AILED 12 hours ago 068873283051 [ 2@

Severity (Normalized) Compliance status
2003 FAILED &)

Created at Updated at
2019-05-13716:03:159152 &) 2019-05-15T04:19:15.8932 &)

Product name Severity Label
Security Hub [& ow @

Company name
AWS B

v Types and Related Findings
Types
Software and Configuration Checks/industry and Regulatory Standards/CIS AWS Foundations Benchmark

¥ Resources

Resources detail

AwsAccount

Resource type Resource region
AwsAccount [3) eu-west-3[3)

Resource 1D
AWS:=Account 068873283051 [3)

¥ Remediation
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goae ot e 0 7o ZURIRIF RIFSEE
Amazon EC2 AWS Identity and Amazon Simple Amazon Simple )
Access Storage Service (S3) Storage Service (S3) AR\ 2 Elastic Load f‘mjéon
Management Balancing (ELB) CloudFront
(IAM)
@ 0
Amazon AWS CloudHSM KMS Amazon <°"° AWS
GuardDuty \ MEEE ) — fbs’ Shield
S— ¢ - Advance
M‘? AWS

AWS
—  WAF

Amazon
Inspector —

A
. Firewall (\@’)
N —} “Take Action” Manager ~eN
AWS

Security

Hub Amazon
\ @ Detective
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