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SYN floods
Reflection attacks

Web request floods
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SQL injection
Cross-site scripting (XSS)
OWASP Top 10

Common vulnerabilities
and exposures (CVE)

e LERA

Crawlers
Content scrapers

Scanners and probes
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Network Firewall WAF Shield Advanced* Firewall
KAIPS, RAME., FEEYMA,  FHFDDOSIKE, Manager
URLITZE ITEEAMNEMAE  REER SEE BRKFPFMNAERE
. {RIFVPC HEMIE=AM B (EESUMEA FREFEENS
N{ERIFWEB R FIFE {SEFHWAF#F[ iy e =y YW
=3 Firewall Mnager)

© 2021, Amazon Web Services, Inc. or its Affiliates. DIE=T b X5



ainZ 2PHIRIRS R REHIE

Ny 4

{

)

<\

WAF

Amazon VPC
security

© 2021, Amazon Web Services, Inc. or its Affiliates.

L

&

Firewall Manager
2018

2016
Shield

0

-

"

2020
Network Firewall

TFS#EEE
S



Amazon Network Firewall &7}

VPCRBIRIBLIFE (SG SEfIZRAI, NACL FMIgs!)

3-7EBKIE (7EWAF, 3-4=SGHINACL)

ZEeta
VPC-to-VPC &g
=153 Y=

FiRFEHEXNRS
imZEDX/VPNfiE

AWS Network FirewallZB{4

.« PXIBRIET R

- RKE& (1 policy per firewall)

« FMZE (n RuleGroup per policy)
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NetWork Firewall T{E[RIE

{"“’? AWS Firewall © AwS
) Manager gaa  Qrganizations

Manage multiple
AWS Network Firewall deployments

Transit Gateway

Site-to-Site VPN
@ Private subnets

AWS Direct Connect

@ Internet Gateway
(IGW)

W ® B

N ,
00 Public subnets

Subnets
Requests from resources

AWS Network Firewall

Inspects and filters . . .
Gateway all tiaffic entering the Create a policy Block & Filter Monitor in a VPC subnets can
All requests entering AWS Network Firewall be routed through
and leaving the VPC through AWS Network Firewall
the gateways can be first before routing to IGW
routed through

AWS Network Firewall

S S
@ Amazon S3 ; Amazon Kinesis
Amazon F—— Integrated Partner

@ Cloudwatch [88 | solutions

AWS Network Firewall logs published

I 5t miH%

© 2021, Amazon Web Services, Inc. or its Affiliates.
]



Network Firewall — ZfZEH T

________________________________________________________________

Availability Zone 1

-Customervpc | BRKBERVPCT RPN
“ .Flrewall subnet i o .
FGW

EY}

100.0.0/8  fgw-4242 WATF (L] CHIERIH

AREEZEBXIEZ [AHTRE

‘l
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=
&Eﬁ

A LIEZMAZERE, B TAZFHI— i

Flrewall subnet (FGW)

10.0.0.0/8 local
0.0.0.0/0 Igw-1232

Customer subnet

10.0.0.0/8 local

0.0.0.0/0  fgw-4242
L ! VPC: 10.0.0.0/8

________________________________________________________________
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o
'
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|
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|
|
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|
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Amazon Network Firewall S{EFREH
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AWS Firewall
~ ManagerfEH e
—_— & Z (\]gk)
N
AWS -

RIEREEY RRELE

— M HItEMEE>45 Gbps

Managed zonal affinity and
session symmetry

Resilient with SLA
of 99.99%
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Pass. Drop
Forward to B3RS
Custom Action

Pass., Drop. Alert
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Stateless
engine

Stateful
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(i.e. SourcePorts and DestinationPorts)

° Eﬁﬁ
. 1hiY
« TCPtRits(i.e. Flags and Masks)

Rule Actions:
* Drop (aws:drop)
* Pass (aws:pass)
* Forward to stateful (aws:forward_to_sfe)
e Custom * (CustomAction)
« MEIFFCloudwatch metric
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BIASHINA

e Snorta& SuricataffiZAs
Rule Actions:

BIASHIN DL 4

570 (MY, EAIBERIIP, JRAIER%mO)
. 1573

Drop (aws:drop)
Pass (aws:pass) JUNKIVAIRA

Alert

pass http $HOME_NET any -> $EXTERNAL_NET any (http.host; dotprefix; content:".example.com"; endswith; msg:"Allowed
HTTP domain"; priority:1; sid:102120; rev:1;)
drop tcp $HOME_NET any <> $HOME_NET any (msg:"Blocked TCP that is not HTTP"; flow:established; app-layer-

protocol:'http; sid:102121; rev:1;)
drop ip $HOME_NET any <> $HOME_NET any (msg: "Block non-TCP traffic."; ip_proto:'TCP;sid:8; rev:1;)

/X2 Domain Name filtering EEPEPBEEPFEECLIZFEHOME_NET, FMINFFEEEIEVPC CIDR

https://docs.aws.amazon.com/zh_cn/network-firewall/latest/developerguide/suricata-limitations-caveats.html
https://suricata.readthedocs.io/en/suricata-6.0.2/rules/meta.html
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MNBRIZEFAEENTE, FHEMUAFHNRSEREEIHNERENSE.
BIENNHIT B EINE —ETETLR.

ALLFIANY 121 B=

BAcriteriafSERILALIRENE N ESF TREFHIRNEEE.
flan, iEJIUDPRIIMY AL EANIZE /910.0.0.0/248TERSCRYEERZ L.

1Y 9UDP, TCPA2,

$E7910.0.0.0/24,10.0.1.0/24,10.0.2.0/24 53,

pass http SHOME_NET any -> any any (http.host; dotprefix; content:".example.com"; endswith; msg:"Allowed HTTP domain”;
priority:1; sid:102120; rev:1;)
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VPC 2

Instance 2
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VPC 3

Instance 3
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Firewall endpoint
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AWS Network Firewall
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https://quip-amazon.com/0YN0A34e8gt8/Untitled#FcU9CAkcn5Q
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Remote Officie 1
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) ERZEF:
By . REEINIS, HEMMIRTISTNAS

A Fad e R
2 (internet, AWS Direct Connect, TG 3 A
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o TSR NEIPSec VPN/NEUERHIZER

Remote Officie 2 “| Inspection VPC
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Eadbm: VPC HABEMIRE + 4 +
VPC to Internet traffic fljclabv% TS 325 SFF
adbA: VPCEAIDCRE (VPN/DX|ASZHF ¥ < FF

EZFNetwork FireWall /S {FP

BRI ZHfNetwork FireWall F K EEVPC FOTGW VPC: EEHFNEEVPC FITGW
EhEHE AWS Firewall Manager EE “Network Firewall AWS Firewall Manager

JRIPBE] DL K FBCE (SNAT GatewaytHX) |Yes KETBLE (SNAT GatewayiHX)
EIRbLE/HEIREFIR /)N H %
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ENFW endpoint#&itE
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NFW endpoint
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NFW endpoints
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WAF VS Network Firewall
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Amazon Network Firewall vs Security Groups
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Customer VPC
VPC: 10.0.0.0/16

AWS Shield Advanced

a@@@

AWS WAF
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TTZERLN A2 r] FHRegion

Resource Type Price
23 B K I 2R T3 R/ NI 28 $0.395/hr
2B K i ER IR R R $0.065/GB

Use one hour & one GB of NAT
gateway at no additional cost
for every hour & GB charged for
Network Firewall endpoints.

NATMEZEFE

US East (N. Virginia)
US West (Oregon)
Europe (lreland)
~Asia PaC|f|c (Sydney)
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Step 1: SUEEPF XGRS

Customer VPC
VPC: 10.0.0.0/16

@ Firewall subnet Customer subnet

N >
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Step 2: ECEVPCIZHZR

Customer VPC
VPC: 10.0.0.0/16

@ Firewall subnet Customer subnet
10.0.1/24
él-‘\Dz S =
]
Internet gateway route table
10.0.0.0/16 FW-5252
Firewall route table Customer subnet route table

10.0.0.0/16 local 10.0.0.0/16 local
0.0.0.0/0 igw-1232 0.0.0.0/0 FW-5252
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Step2: Network Firewall & AWS Transit Gateway (EEFRZE{3)

i Spoke VPC 1 i Spoke VPC 3
VPC: 10.0.0.0/16 VPC: 10.0.0.0/16

0/0 > TGW 0/0 > TGW
— —

Spoke VPC 2 Centralized firewall VPC
VPC: 10.1.0.0/16 AWS Transit Gateway VPC: 192.168.0.0/16
0/0 > TGW 0/0 2 Fw 0/0 > IGW 61‘)
TGW < Spoke's
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Single VPC Ingress Protection

O

IGW Ingress Route Table

Firewall Subnet Route Table @b

Destination Target
Destination Target 10.0.0.0/16 local
e IGW Ingress Route Table Region 10.0.0.0/16 local o 10.0.0.0/24 vpce-id-az-a
Region [ NAT 7 Destination Target .— Protacied VPG 0.0.0.0/0 igw-id 7 10.0.1.0/24 vpce-id-az-b
———10000/16  local e SN SR S, SRS
5?3*3‘:,‘:6‘;” 10.0.0.0/24 vpce-id AT A E jaze
. _ _ _ __________ - Firewall Subnet : Firewall Subnet Firewall Subnet
! ‘ (10.0.3.0/28) ti (10.0.3.16/28) 8 (10.0.3.32/28)
|Ava|lab|I|ty Zone A I 1 g
1 - o : = ®
Firewall Subnet | v . Firewall Subnet Route Table \=/ b 2/ o =/
10.0.1.0/28 ol
( ) /-\ : Destination Target . Firewall endpoint Firewall endpoint Firewall endpoint
' @f.'.'.‘.‘::::.-.-»«-%e e ocal g
R v I e @ Protected Subnet . Protected Subnet Protected Subnet
. ) ) [ T ; (10.0.0.0/24) (10.0.1.0/24) (10.0.2.0/24)
_ , Firewall endpoint | | | 0.0.0.0/0 igw-id ;
AWS Network Firewall - I | | ;
1 I '
i ! Workload Workload ' Workload
' Protected Subnet : Protected Subnet Route Table  ——— §——————— 1 j ——— ———— | —————— L E——
! 10.0.0.0/24
I ( ) : Destination Target
: IP:10.0.0.10 T Protected Subnet Route Table AZA  Protected Subnet Route Table AZB  Protected Subnet Route Table AZ C
A EIP: 54.0.0.10 < ( ) ' 10.0.0.0/16 local —
. ' Destination Target Destination Target Destination Target
Workload 1
: ' 0.0.0.0/0 vpce-id 10.0.0.0/16 local 10.0.0.0/16 local 10.0.0.0/16 local
___________________ l | 0.0.0.0/0 vpce-id-az-a 0.0.0.0/0 vpce-id-az-b 0.0.0.0/0 vpce-id-az-c
. ku w2 < . S
ZK: Z{RIPHISHIEBPublic IPELEEIP
S, . — kuwv2 = . . b RS ~
#h7E: A HAZP\]E{%TF%X_XIH’JE%EE%JE [AARAZARIFirewall endpointfAXIFRESEH AR, MMREBIRE
\K = \
B BRI FirewallSCRFH TR,
NP k57
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Single VPC Ingress and Egress Protection

Destination

B§ resn 10000716

. Protected VPC

0.0.0.0/0
(10.0.0.0/16)

AZ A

Firewall Subnet
(10.0.3.0/28)

G

Firewall endpoint

)

4

G

Target

IGW Ingress Route Table
Destination Target
10.0.0.0/16 local

local / 10.0.0.0/24 vpce-id-az-a

igw-id

Firewall Subnet
(10.0.3.16/28)

Firewall endpoint

10.0.1.0/24 vpce-id-az-b
10.0.2.0/24 vpce-id-az-c

Firewall Subnet
(10.0.3.32/28)

e\
&

Firewall endpoint

f

Protected Subnet Route Table AZ A

Destination Target

10.0.0.0/16 local

0.0.0.0/0 vpce-id-az-a
4

Protected Subnet
(10.0.0.0/24)

ALB

NAT Gateway

L Protected Subnet Route Table AZ B

: Destination Target

' 10.0.0.0/16 local

' 0.00.0/0 vpce-id-az-b
: d

Protected Subnet
(10.0.1.0/24)

ALB

NAT Gateway

i Protected Subnet Route Table AZ C

] Destination Target

' 10.0.0.0/16 local

i 0.0.0.0/0 vpce-id-az-c
iy

Protected Subnet
(10.0.2.0/24)

ALB

NAT Gateway

Private subnet

Workload

*
Private Subnet Route Table AZ A

Destination Target
10.0.0.0/16 local
0.0.0.0/0 nat-id-az-a

Workload

¥ ?
i | Private Subnet Route Table AZ B

Destination Target
' | 10.0.0.0/16 local
0.0.0.0/0 nat-id-az-b

| O .
: Private subnet

:

Workload

*

Private Subnet Route Table AZ C
Destination Target

10.0.0.0/16 local

b 0.0.0.0/0 nat-id-az-c

© 2021, Amazon Web Services, Inc. or its Affiliates.
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Multiple VPC without edge protection for East-West Traffic

Spoke VPC A (10.1.0.0/16)

]
yAvailability Zone A
: Workioad Subnet

Spoke VPC A Route Table (10.1.1.0/24)
Destination Torget
10.1.0.0/16 local
0.00.0/0 tgw-id
: Instance

E Spoke VPC (10.3.0.0/186)

Workload Subnat

(10.3.1.0/24)

i

Instance

@ AWS Transit Gateway
' &/
!
¥ TGW Subne '
(10.1.0.0 s @ > Spoke Inspection Route Table
' oCIDR Attachment
| GW .-°;
@) ' Assccatcn . D.0.0.0/0  Inspection VPC Attachment
' -
|
Transit Gateway ENI [ TowW
I | Associaton
............ [ ',-'
Firewall Route Table
CioR Attochment
10.1.0.0/16 Spoke YPC A Attachment
@ 10.2.0.0/16 Spoke VPC B Mttachment
10.3.0.0/16 Region B Peering Attachment
4,
Transit Ga 10.4.0.0/16 Region B Peerng Attachment
AWS Region B

L3
-

Inspection VPC
(100.64.0.0/16)

Availability Zona A

Trans! Gateway Subnet

(100.64 0.0/28)

Firewall Subnel

é
(100.64.0 '5‘:4&'/\

g

“tow
Assocation

= Attachment5TGW Route Table KEEXZE
NERTEREIYEEE I Network FirewalliF /T4, N FFTEAttachment Y

Propagation,

© 2021, Amazon Web Services, Inc. or its Affiliates.

) W E—

Inspection VPC Route Table A
Destination Torget
100.64.0.0/16 local
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Firewall Route Lbh
Destination Target
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Centralized on-premises egress & ingress by DX or VPN

Spoke VPC A (10.1.0.0/16)

Inspection VPC Route Table A
Destination Target
100.64.0.0/16 local
0.0.0.0/0 vpLe-az-a-id

Firewall Route Table

100.64.0.0/16  local
0.0.0.0/0 tgw-id

e e Y AWS Transit Gateway Inspaction VPC
(Aovailabiity Zone A : (100.64.0.0/16)
: Workload Subnet TGW Subnet . e '
Spake WPC A Route Table (10.1.1.0/24) (10,1, 000028 : ] Spoke Inspection Boute Table Awailability Zone A i
: H — [ ]
: : Transil Galeway Subned -
; il 2 LEPA Y S LILITIES ¥
oo = ] . --a.;;?;m ---a0000/0  Inspection VPC Attachrment : (100.64.0.0:28) '
il
0,0.0.0,/0 tEgw-id il - 1
: ' A —
: Instance Transil Galeway ENI : : Firewall Route Table : ] .
el e e e AR EADR Attochment ' i
: Transit Gateway EMI
.-: 10100416 Spoke VPC A Artachment ! == El i :
H Spoke VPC (10.3.0.0M6) M I '
o 16,2 G016 Spoke VPC B Attachment : 1
= ! : 10.3.0.0/16 Region B Peering Attachment ! Firewall Subnet :
':p—_'|'_—-:! Workioad Subneat E : (100.84.0.16/28) |
(10.3.1.0/24) : 140016 Region B Peering Anachmeng o £ i
' \3) \ - -—
: 192168 168.0/24  Direct Cannact Gateway - I \-_-j 1
.—J ' Astachment or AW VPN - Yo i i
Transit Gateway ! MEachmant X : } '
L'{::E AWS Region B : husocal. & : Firewall endpeint | ,
Instance E ' .
i | = o o o o o e e
O
Diract Connact ;
Galewiay :
L d i
™
AWS Direct Connect ==l AWS Sits to Site VPN
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Centralized Internet Ingress via Transit Gateway and NLB/ALB

Spoke VPC A (10.1,0.0N16) g
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Inspection VPC only for East-West traffic and egress VPC
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