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def encrypt_this():
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plaintext = "Hello World!"
mkp = KMSMasterKeyProvider(key_ids=["alias/myExampleKey"])
Plaintext encryption_context = {"data_type": "example", "classification": "public"}PIamteXt

ciphertext, encryptor_header = aws_encryption_sdk.encrypt(
source=plaintext, key_provider=mkp, encryption_context=encryption_context

)
decrypted_plaintext, decryptor_header = aws_encryption_sdk.decrypt(

source=ciphertext, key_provider=mkp

)

k print(decrypted_plaintext.decode("utf-8"))
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Customization for Standalone Certificates

Key Algorithms | Signing Algorithms
RSA 2048 SHA256 with RSA
RSA 4096 SHA384 with RSA

SHA512 with RSA

Custom
Lifetimes

ECDSA P256 SHA256 with ECDSA
ECDSA P384 SHA384 with ECDSA
SHA512 with ECDSA

a

Certificate
Custom

Resource Names
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ACM Managed versus Unmanaged Certificates

ACM-Managed Certificates

Unmanaged

Certificate private keys

ACM generates and manages the private key

Customer generates and manages the private key

Certificate subject/SANs

Valid DNS names only

Any valid X.509 subject/SANs

Validity period

13 months

Any validity period

Key and signature

RSA 2048 with SHA-256 hashing

ECDSA or RSA keys

algorithm SHA-256, SHA-384, SHA-512 hashing
Export Available for private certificates n/a — Customer manages the private keys and certs
Renewals ACM-managed Customer-managed
Deplovment ACM-managed for ACM-integrated services Customer-manaded
ptoy Customer-managed for on-premises, EC2, loT 9
Benefits Central management Flexibility
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AWS KMS custom key store: Best of two worlds

Where keys are generated

Where keys are stored

Where keys are used

How to control key use

Responsibility for
performance/scale

Integration with AWS services?

Pricing model

HSMs controlled by AWS

HSMs controlled by AWS

HSMs controlled by AWS

JSON key policies you
define

AWS

Yes

$1/key + usage

HSMs controlled by you

HSMs controlled by you

HSMs controlled by you

JSON key policies you
define

You

Yes

$1/key + usage;
Hourly charge for each HSM
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