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AWS ldentity and Access Management (IAM)
eI AWS PRGBS FIE RG]

AWS Single Sign-On (SSO)
EHEEZSPTAWSIKSHISZFRISS 0175

AWS Directory Service
AWSZ=HRYFEEMicrosoft Active Directory

Amazon Cognito
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E@ AWS Account

EC2 ilﬁlsléaN@ boere
O— Amazon
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Select type of trusted entity

.""i AWS service Another AWS account @ Web identity @ SAML 2.0 federation
Y ;

Allows AWS services to perform actions on your behalf. Learn more

Choose the service that will use this role

EC2

Allows EC?2 instances to call AWS services on your behalf

Lambda

Allows Lambda functions to call Al services on your behalf

Comprehend ElastiCache Lambda

AWS Backup Config Elastic Beanstalk

AT =TT
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Sf AWS FEES

Identity and Access
Management (I1AM)

« AWS Account

Dashboard

Groups

Policies
|dentity providers
Account settings

Credential report

s

Create policy Policy actions ~

Filter policies v Q

Policy name «

AdministratorAccess
AlexaForBusinessDeviceSetup
AlexaForBusinessFullAc

AlexaForBusinessGatey recution

AlexaForBusinessNetworkProfileServicePolicy

AlexaForBusinessReadOnlyAccess

... IEMBEZAWSTEE RIS

Type

Job function
AWS managed
AWS managed
AWS managed
AWS managed

AWS managed

Used as

Permissions policy (6)

Description

Provides full access to AWS services and res
Provide device sefup access to AlexaForBus
Grants full access to AlexaForBusiness reso
Provide gateway execution access to AlexaFi
This policy enables Alexa for Business to per

Provide read only access to AlexaForBusine

I 5 =i
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Folicies » AdministratorAc

Summary

Policy ARN | arn:aws:.iam:.aws:policy/AdministratorAccess (%]

Description Provides full access to AWS services and resources.
Permissions Policy usage Policy versions Access Advisor

Policy summary
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Policies > ReadOnlyAccess

Summary

Policy ARN arn:aws:iam::aws:policy/ReadOnlyAccess €F)

Description Provides read-only access to AWS services an
Permissions Policy usage Policy versions Access Advisor

Policy summary

... FOE{tE ReadOnly APIs
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24(5: MDynamoDBiES £z

B=/IMNR

TFIZRIE {
"Effect": "Allow",

"Action": Il*ll’
"Resource": "*"

®

\;: | |
13E/5
- I | —
&iE | —
| —
I | —

HEIAMEE DynamoDB %
BYEC2 SCfF
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{
@ "Effect”: "Allow",

Action": "dynamodb:*",
\;l:l |y |
13£/5
" | | —
U n [ —
| —
I | —

"Resource": "*'
HEIAMEE DynamoDB %
BIEC2 S5
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24(5: MDynamoDBiES £z

{
@ "Effect”: "Allow",
[

"Action":
"dynamodb:GetItem",
"dynamodb: PutItem*

1,

"Resource": "*"

=/5
HE o
i | —
I | I—
HEIAMEE DynamoDB %

HYEC2 L5
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24(5: MDynamoDBiES £z

{
@ "Effect”: "Allow",
[

"Action":
"dynamodb:GetItem",
"dynamodb:PutItem"

1,

"Resource": [
"arn:aws:dynamodb:us-east-2:111122223333:table/MyTable"

15E/5 ]
-
g [—
| —
HEIAMEE DynamoDB %

HYEC2 L5
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dynamodb.putItem( {

TableName:"MyTable",

Item: {
"Id" : {
S: "alb2c3d4"

| —
[ —
g | —
| —
HEIAMEE
BYEC2 S|
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DynamoDBZ% "Effect”: "Allow",

"Putltem” 5){FF]“table” iR SAllowiEa]
ULEE, EHLERE eI

"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem

J
"Resource": [
"arn:aws:dynamodb:us-east-2:111122223333:table/MyTable’|
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v

"Effect": "Allow",
"Action": ["iam:CreateRole"],
"Resource": ["*"]

v
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"Effect": "Allow",
"Action": ["iam:CreateRole"], WBE"EE"

"Resource": ["arn:aws:iam::ACCOUNT_ID:role/path/*"],
"Condition": {"StringEquals":
{"iam:PermissionsBoundary":
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Permissions boundary:  Effective permissions | 1AM permissions policy:

Defined by the  for 1AM principals that Defined by the employee

administrator . are created by the
| employee
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v Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy

Filter policies v Q Search

Policy name «

AdministratorAccess
AlexaForBusinessDeviceSetup
AlexaForBusinessFullAccess
AlexaForBusinessGatewayExecution
AlexaForBusinessReadOnlyAccess
AllowAssumeDeleteDDBRole
AllowDeleteofDDBTable

AmazonAPIGatewayAdministrator

v Set permissions boundary

Used as

Permissions policy (9)

Permissions policy (1)

RIS

L5 YeRIE"

IEF;&M‘E’J S AR

7~
L=

Showing 582 results

Description

Provides full access to AWS services an...
Provide device setup access to AlexaFor...
Grants full access to AlexaForBusinessr...
Provide gateway execution access to Al...

Provide read only access to AlexaForBu...

Provides full access to create/edit/delete...

Set a permissions boundary to control the maximum permigsions this role can have. This is an advanced feature used to delegate permission

management to others. Learn more

® Create role without a permissions boundary

Use a permissions boundary to control the maximum kole permissions
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« AttachRolePolicy

« AttachUserPolicy

* CreateRole

* CreateUser

* DeleteRolePermissionsBoundary
* DeleteUserPermissionsBoundary
* DeleteRolePolicy

* DeleteUserPolicy

« DetachRolePolicy

« DetachUserPolicy

* PutRolePermissionsBoundary

* PutUserPermissionsBoundary

* PutRolePolicy

e PutUserPolicy
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Network Path Log Flow
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SCP: B5LE AWS CloudTrail #2:F

{
"Version': "2012-10-17",
"Statement": [
{
"Effect”: " "
"Action': "cloudtrail:StopLogging",
"Resource": "*"
}
]
}
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"Statement”: [

{
"Effect": " "
"Action": [

"ec2:AttachInternetGateway”
ec2:CreateInternetGateway”
ec2:AttachEgressonlyInternetGateway”
ec2:CreatevpcPeeringConnection”
ec2:AcceptVpcPeeringConnection”

1,

"Resource"
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